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Abstract

There is increasing interest in deploying autonomous systems to domains such
as transportation, healthcare, finance, and robotics because of their potential to
improve efficiency and safety. These domains are safety-critical; the consequences
of system failures can cause loss of human life or other significant costs. Therefore,
we require rigorous validation of autonomous systems before deployment in these
domains. Traditional safety validation approaches like real-world testing may be
extremely expensive and time-consuming. Formal verification techniques are not
scalable to complex systems and environments. Falsificationmethods provide failure
examples in simulation, but they do not provide a comprehensive understanding of
the system’s behavior.

In this thesis, we address these limitations by proposing techniques for failure
sampling and estimation to validate safety-critical autonomous systems. Given a
probabilistic model of system trajectories, our methods aim to sample from the
distribution over trajectories that lead to failure (failure sampling) or to estimate
the probability of failure (failure estimation). During system development, en-
gineers may use failure sampling to identify failure modes and improve system
safety. Failure estimation can be used to quantify the risk of system failure before
deployment. Together, these approaches provide a comprehensive understanding
of system behavior and enable rigorous safety validation. Previous methods for
failure sampling and estimation have been based on Markov chain Monte Carlo,
importance sampling, and dynamic programming. Although these methods have
been successful in some applications, they have limitations in terms of generality,
scalability, and efficiency.
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Many existingmethods for failure sampling and estimation are tailored to specific
system models and failure criteria. This makes it difficult to apply these methods in
new settings. We present a framework for failure sampling as probabilistic inference.
To achieve this, we formulate the simulation of the systemunder test as a probabilistic
program. The probabilistic program easily interfaceswith general-purpose inference
algorithms, making failure sampling techniques more accessible. Additionally, the
probabilistic program easily incorporates some problem-specific knowledge like
gradient information, which improves the efficiency of failure sampling.

Autonomous systems may have high-dimensional trajectories and exhibit com-
plex failure modes, making failure sampling challenging. Furthermore, many
industry-level systems only provide input-output access, meaning that algorithms
cannot use any internal system knowledge like gradients to improve scalability. We
propose a method for failure sampling in these high-dimensional black-box settings
using deep generative models. Our method adaptively trains a diffusion model
to sample trajectories that lead to failure. This method scales to problems with
thousands of dimensions and multiple failure modes.

Methods for estimating the probability of failure often require many samples
to achieve accurate estimates. Since failure events are rare and simulations may be
complex, this can be computationally expensive. We propose a state-dependent
importance sampling method that improves the efficiency of failure estimation. Our
method learns a proposal distribution that builds trajectories in a state-dependent
manner. The training process focuses on trajectories that are closer to failure.

The sampling and estimation algorithms in this work are tested on a variety
of problems. A simple inverted pendulum system is used to illustrate important
concepts and algorithms. A rule-based autonomous driving policy is tested in a
scenario with a pedestrian in a crosswalk. Finally, we validate a model of the ground
collision-avoidance autopilot of the F-16 aircraft. Through experiments, we show
that the presented methods can improve the generality, scalability, and efficiency of
failure sampling and estimation for safety validation of autonomous systems.
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1 Introduction

There is increasing interest in deploying autonomous systems to safety-critical
domains, such as autonomous driving, aviation, and medicine. In these domains,
the consequences of operational errors can be significant, including loss of property
and life. It is critical to ensure the safe operation of autonomous systems before
deployment, but this remains challenging due to the complexity of these systems, the
environments in which they operate, and theways theymay fail. This thesis presents
efficient and scalable methods for comprehensive failure analysis. In this first
chapter, we discuss the safety validation of autonomous systems, arguing that failure
sampling and probability estimation are key for comprehensive understanding of
system safety. We present the challenges of safety validation, our contributions, and
the outline of the thesis.

1.1 Safety Validation of Autonomous Systems

Autonomous systems in safety-critical domains have the potential to improve safety
and efficiency. Autonomous aircraft collision avoidance systems, implemented
following a series of devastating mid-air collisions [1], have been shown to reduce
the already rare risk of such incidents by at least a factor of three [2]. The next
generation of aircraft collision avoidance systems will improve safety and function
in the higher-density airspaces of the future [3]. In the automotive domain, nearly
40,000 fatalities and over 2 million injuries occur annually due to traffic accidents in
the United States [4]. Recent studies from Waymo suggest that their autonomous
vehicles reduce injury-related crash rates by 80% [5].

1



chapter 1. introduction 2

Despite the promise of autonomous systems, significant risks remain in their
deployment to safety-critical domains. The 2018 crash of an autonomous vehicle
that killed a pedestrian in Tempe, Arizona, is a tragic example of the potential
consequences of failures in autonomous systems [6]. In this incident, the vehicle
observed a jaywalker but struggled to correctly classify the pedestrian as a person,
leading to highly variable predictions about their future path. Due to the delay
in classification and uncertain predictions, the vehicle did not apply emergency
braking in time to avoid the fatal collision. In 2023, the California Department of
Motor Vehicles suspended testing permits for the robotaxi company Cruise after
incidents involving collisions or near misses with pedestrians [7]. Cruise’s robotaxi
operations were then shut down by its parent company in 2024. Another example
of the potential risk of autonomous systems comes from aircraft collision avoidance
systems. It was discovered through testing that the collision avoidance system could
induce a small number of near-misses that would otherwise not have occurred [2].
However, the frequency of these near-misses was much lower than the frequency
of mid-air collisions that the system prevented. These examples highlight the
importance of understanding system weaknesses during development and risks
prior to deployment.

To mitigate these risks, safety is incorporated into each stage of the development
cycle. Initially, engineers may define system-level requirements that pose constraints
on a system’s behavior, such as maximum allowable failure probability or severity.
These top-level requirements flow down to constrain the lower-level design of the
system, such as perception and control. Usingmethods like certifiable perception [8],
control barrier functions [9], or safe sets [10], engineers may design the system to be
safe by construction. During early stages of development, engineers may use safety
validation to search for potential failure modes and to ensure that the system meets
its safety requirements. Later, validation methods may assist in deciding whether
the system is ready for deployment.

Safety validation is performed on a prototype of the autonomous system. Here,
we describe three broad classes of approaches to safety validation prior to deploy-
ment, including real-world testing, simulation-based testing, and formal verification.
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This thesis focuses on simulation-based testing, where the system is tested in a simu-
lated environment. Next, we discuss simulation-based testing and two other broad
categories of safety validation.

1. Real-world testing involves testing the system in the real operational environ-
ment. This is the most direct way to evaluate the system’s safety. Real-world
testing is often used to validate the system’s performance in the final stages
of development. For autonomous vehicles, companies typically conduct ex-
tensive on-road testing with safety drivers [11]. Similarly, aircraft collision
avoidance systems undergo rigorous flight tests in controlled airspace before
certification [3], [12]. The main drawbacks of real-world testing include high
operating costs, potential danger, limited coverage of edge cases, and the
inability to easily reproduce specific scenarios.

2. Simulation-based testing involves evaluating the system in a simulated envi-
ronment. This is a cost-effective way to evaluate the system’s safety, allowing
for comprehensive testing across numerous scenarios that would be imprac-
tical or dangerous to test in the real world [13]. However, simulation-based
testing requires a high-fidelity simulation environment to ensure that insights
transfer to real-world performance. Simulation-based testing often involves
simulating the autonomous system in a stochastic model of the environment to
discover failures. These simulations can be accelerated beyond real-time and
parallelized across computing resources. The failures discovered in simulation
may be used by engineers to inform decisions about the system’s design or
requirements. This process of collecting failures to inform future decisions
is part of a process sometimes called failure analysis. Simulation-based ap-
proaches include falsification techniques that search for counterexamples to
safety specifications [14], most-likely failure analysis that identifies the most
probable failure scenarios, and failure probability estimation that quantifies
the overall risk of system failure. One key challenge of simulation-based test-
ing is to ensure that the simulated environment accurately represents the
real-world environment.
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3. Formal verification techniques provide mathematical proofs about the sys-
tem’s safety under a set of assumptions [15]. The system must be represented
as a formal mathematical model such as a finite state machine, computer code,
or neural network. Model checking is a common formal verification technique
where a model of the system is exhaustively checked against a safety specifi-
cation, typically expressed in temporal logic. For example, a model checker
might verify that an autonomous vehicle controller always maintains a safe
distance from other vehicles under all possible inputs within the model’s con-
straints [16]. Recent advances have made formal verification more practical
for certain components of autonomous systems, such as neural network con-
trollers [17], [18]. Another approach is deductive verification, where a proof of
safety is constructed by constructing a sequence of intermediate proofs about
the behavior of the system [19]. Formal verification provides the strongest
safety guarantees. However, the main drawback of formal verification is that
it may not scale well to complex systems or those with large, continuous input
spaces. Additionally, these methods may face challenges in potential gaps
between verified models and their implementations [20].

All of these approaches to safety validation are important and may be used in
conjunction to ensure the safety of the autonomous system. In this thesis, we focus
on simulation-based testing. For the remainder of this thesis, we will use the term
validation to refer to simulation-based testing.

1.2 Safety Validation Tasks

Simulation-based safety validation encompasses three complementary tasks that
together provide a comprehensive safety assessment. These tasks represent different
approaches for finding specific failure trajectories, characterizing the full distribution
of failures, and quantifying failure probability. The results from these tasks help
engineers identify systemweaknesses, prioritize improvements, and make informed
deployment decisions. We describe each task in more detail below.
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Falsification. Falsification is the task of finding a counterexample to a specification.
In the context of simulation-based testing, falsification involves finding a simulated
trajectory that violates a safety requirement due to the stochastic components of the
simulation. This process may focus on objectives like finding the most likely or the
most severe failure example. The drawback of falsification is that it aims to discover
a single failure trajectory, which may not be representative of the system’s behavior.

Failure distribution sampling. Failure sampling aims to discover the distribution
of failure events. Rather than finding just a single failure example, this approach
attempts to characterize the space of failures by generating multiple failure samples
weighted by their likelihood of occurrence. The output of this task is a collection
of diverse failure events and their corresponding probabilities, providing insight
into the different ways a system might fail. These samples can reveal distinct failure
modes, which may require different mitigation strategies during system develop-
ment. For example, in an autonomous vehicle system, failure sampling might reveal
scenarios where the vehicle fails to detect pedestrians in low-light conditions, as well
as separate scenarios where sensor noise causes unnecessary emergency braking.
By sampling across the full distribution, engineers can identify the most common
or concerning failure patterns, estimate the relative frequency of different failure
types, and better understand the overall risk landscape. This comprehensive view
enables more targeted improvements than what could be achieved through isolated
counterexamples alone.

Failure probability estimation. Failure probability estimation aims to estimate the
probability of a failure event occurring. This task involves computing the expected
value of the indicator function that determines whether a simulated trajectory
violates the safety specification. For safety-critical autonomous systems, failure
probabilities are often required to be extremely low (e.g., 10−9 per hour of opera-
tion), making direct Monte Carlo estimation computationally intractable. Advanced
techniques such as importance sampling and cross-entropy methods can provide
more efficient estimates by focusing sampling efforts on regions of the input space
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that are more likely to produce failures. The output of failure probability estimation
is a numerical value that can be directly compared against safety requirements or cer-
tification standards. This quantitative measure is particularly valuable for regulatory
approval and for making objective comparisons between different designs.

This thesis focuses on failure sampling and probability estimation because they
provide a comprehensive evaluation of system safety and perform complementary
roles during development. Failure sampling provides a distribution over failures,
which designers may use to identify failure modes and take corrective action. While
falsification provides only isolated examples, failure sampling reveals the full spec-
trum of potential failure scenarios, including their relative likelihoods. Probability
estimation complements this by providing a quantitative measure of the system’s
overall safety, which may be used to compare different designs or to evaluate com-
pliance with safety requirements. Together, these techniques enable both qualitative
understanding of how a system might fail and quantitative assessment of how likely
such failures are.

1.3 Challenges of Sampling and Estimation

There are many potential challenges in performing failure sampling and probability
estimation for safety-critical systems. These challenges include generalization of
algorithms to varying systems, scaling to very large problems, and sample efficiency.
Although not discussed in this thesis, the challenge of system modeling and model
mismatch is also a key challenge for safety validation. Next, we discuss these
challenges in more detail.

Modeling and model mismatch. Simulation-based testing relies on creating computa-
tional models of the physical environment. If the model is not accurate, the results
of the simulation may not accurately reflect the real-world behavior of the system.
Accurate modeling of the physical world may require modeling large numbers of
physical processes, like the dynamics of the autonomous system, the behaviors of
other agents, and environment sensors. For example, a realistic simulation for an
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autonomous vehicle may require modeling the dynamics of the vehicle, the decision-
making of other vehicles, and the properties of camera sensors. In practice, these
modeling challenges are often addressed by making simplified assumptions about
the physical processes, constructing models from first principles, or by learning
models from real-world data. Although there are many open challenges in creating
accurate models, this thesis does not address the challenge of modeling and model
mismatch. Instead, we assume there exists a sufficiently good simulation of the
environment. When deploying systems in the real world, engineers may discover
distribution shifts between the simulation and the real world using anomaly de-
tection or out-of-distribution detection methods [21], [22]. These methods can be
deployed online to flag situations where the system may be operating outside of its
expected domain and potentially trigger safety measures. However, these methods
are not the focus of this thesis.

Generalization. After creating a simulation for validation, engineers must formulate
the validation task and choose an appropriate validation algorithm. A key chal-
lenge in failure sampling and probability estimation is developing algorithms that
generalize across different types of autonomous systems and failure modes. Due to
the complexity of safety-critical systems, existing sampling approaches often make
restrictive assumptions or are tailored to specific applications, limiting their broader
applicability. For example, algorithms designed for collision avoidance systems may
rely on specific properties of vehicle dynamics or sensor models that do not translate
to other domains [23]. The challenge is compounded by the inherent multimodality
of failure distributions. Autonomous systems may fail in diverse and unexpected
ways that are difficult to capture with a single sampling strategy, especially when
the system involves machine learning-based components[24]. A self-driving car
might fail due to sensor noise in some cases, control errors in others, or complex
interactions between multiple subsystems. This lack of generalizability means that
engineers may need to significantly modify existing approaches or develop entirely
new sampling methods for their specific validation problems, making systematic
safety validation more challenging and time-consuming. There is a need for more
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flexible validation frameworks that can be readily adapted to different systems while
effectively exploring diverse failure modes.

Scalability. A fundamental challenge in validation is discovering system failures
due to variations in the environment over time. Autonomous systems operate by
taking sequences of actions that form system trajectories. Therefore, failures are
often associated with entire trajectories rather than individual states or actions. For
example, a collision in an autonomous driving system may result from a complex
sequence of sensor observations, vehicle state estimates, and control actions spanning
multiple seconds. The validation task requires searching over trajectories of inputs
to find those that lead to failure. This search becomes extremely challenging in
modern autonomous systems due to both the dimensionality of the input space
and the length of the time horizon. Consider an autonomous vehicle that processes
high-dimensional sensor data like camera images – even modest trajectories of
10 timesteps with 100-dimensional inputs at each step create a 1000-dimensional
search space. This curse of dimensionality makes exhaustive search intractable and
causes many validation algorithms to scale poorly. For instance, methods based
on Monte Carlo sampling become inefficient as the dimension grows, requiring an
exponential number of samples to maintain coverage [25]. Similarly, optimization-
based approaches struggle to explore high-dimensional spaces effectively, often
converging to suboptimal local minima [26]. In practice, this challenge is often
addressed by leveraging domain knowledge to reduce the search space or bymaking
simplifying assumptions about the structure of inputs over time, though these
workarounds can limit the generality of the validation.

Sample efficiency. Quantifying the probability of failure is crucial for deployment
decisions. For example, the Federal Aviation Administration places requirements
on the failure probability for aviation systems before deployment[27]. However,
this presents a significant computational challenge. Safety-critical systems are often
designed to be inherently safe, making failures extremely rare events. Consider
an aircraft collision avoidance system that must demonstrate a failure rate below
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10−9 per flight hour to meet certification requirements. Validation may require
high-fidelity simulations, which are often computationally expensive. Using Monte
Carlo sampling to verify this requirement would require over a billion flight hours
of simulation to observe even a single failure on average, making this approach
computationally intractable. More sophisticated sampling approaches like impor-
tance sampling can help by focusing computation on regions more likely to contain
failures, but these methods often struggle with the high dimensionality and complex
dynamics of autonomous systems.

The methods presented in this thesis make progress towards more general ap-
plicability, scalability, and efficiency for failure sampling and probability estimation.
Overall, the goal of these methods is to provide engineers with safety validation
tools to help develop safe autonomous systems.

1.4 Contributions

The methods presented in this thesis directly address these critical challenges of
generalization, scalability, and sample efficiency in failure sampling and probability
estimation for autonomous systems. We summarize the key contributions below.

Failure sampling as inference. To address the problem of generalization, we introduce
a formulation of failure sampling as a Bayesian inference problem. We show how
validation tasks like falsification and failure probability estimation can be unified
under a single probabilistic framework. This formulation enables the use of powerful
probabilistic inference algorithms that have been developed in other domains to
serve as off-the-shelf algorithms for safety validation.

Failure sampling with generative models. We address challenges of scalability by
proposing a failure sampling method that uses state-of-the-art generative models to
represent the complex, high-dimensional distribution over trajectories. Our method
adaptively trains a conditional diffusion model to generate disturbances that bring
the system to a specified safety level (closeness to failure). Through iterative training
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where each round’s samples add to training data for the next, we guide the model
toward the failure region. This strategy enables efficient failure sampling in systems
with thousands of dimensions, where traditional methods often struggle.

Probability estimation using state-dependent importance sampling. To address the chal-
lenge of sample efficiency in failure probability estimation, we propose a method
that uses state-dependent importance sampling. Rather than modeling the full dis-
tribution over failure trajectories directly, we decompose the problem by learning a
proposal distribution that depends on the current system state. This decomposition
dramatically reduces the dimensionality of the sampling problemwhile maintaining
the ability to estimate failure probabilities accurately.

1.5 Outline

The rest of the thesis is organized as follows.
Chapter 2 formulates the problem of safety validation and presents notation used

throughout the thesis. It also provides an overview of existing methods for failure
sampling and probability estimation. The motivations, benefits, and challenges of
these methods are discussed.

Chapter 3 describes three systems used as case studies throughout the thesis.
The first example is a simple inverted pendulum problem, which is used to illustrate
the core concepts of safety validation. The second example is a more complex
autonomous driving system. The final example is a ground collision avoidance
system for the F-16 aircraft, which features high input dimensionality and a long
time horizon.

Chapter 4 presents a formulation of failure sampling as probabilistic inference.
We present a general probabilistic framework to construct probabilistic programs
for safety validation given a simulator and system under test. This formulation
allows us easily incorporate system information like gradients. Furthermore, this
formulation allows use to use any generic Bayesian inference algorithm for failure
sampling. We demonstrate the benefits of the formulation on the inverted pendulum
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and autonomous driving systems.
Chapter 5 presents a method for failure sampling that uses generative models

to represent the distribution over failures in very high dimensional settings. Our
algorithm adaptively trains a generative model to generate system disturbances that
lead to failure. We demonstrate the effectiveness of this approach on several robotics
validation problems, including an aircraft ground collision avoidance system with
over 1000 dimensions.

Chapter 6 presents a method for efficiently estimating the probability of fail-
ure events in autonomous systems. We propose an adaptive importance sampling
method that learns a state-dependent proposal distribution to reduce the dimen-
sionality of the sampling problem.

Finally, Chapter 7 provides a summary of the contributions and discusses re-
maining challenges in failure sampling and probability estimation. We also discuss
potential future directions that may address these challenges.



2 Background

In this chapter, we formulate the problem of safety validation in terms of a dis-
tribution over system trajectories that lead to failure. We introduce notation and
describe the goals of the sampling and estimation tasks for safety validation with
respect to the failure distribution. Finally, we review existing approaches for failure
sampling and estimation, including Markov chain Monte Carlo (MCMC) methods,
importance sampling, and dynamic programming.

2.1 Problem Formulation

System and environment. Suppose we have an autonomous system under test, which
we will refer to as the system. The system takes actions a ∈ A in an environment
with state s ∈ S. The system selects actions based on observations o ∈ O of the
environment. We assume that interactions between the system and environment
take place over a discrete time with finite horizon t ∈ {1, . . . , d}. We denote the
system’s state trajectory up to time t as s1:t = [s1, . . . , st]. Similarly, we denote the
system’s action trajectory up to time t as a1:t = [a1, . . . , at] and observation trajectory
as o1:t = [o1, . . . , ot].

Wemodel the system as a distribution or policy thatmaps observation trajectories
to actions, at ∼ π(· | o1:t). As a concrete example, consider a self-driving car
system that takes actions to control the car based on sensor observations of the
environment. Note that this action may depend on all observations up until the
current timestep. Similarly, we model the imperfect observations generated by
sensors as a distribution known as an observation model, ot ∼ O(· | st). Finally, we

12
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model potentially stochastic simulations using a transition model st+1 ∼ T(· | st, at).
The state of the environment may include the position of other cars, pedestrians, and
traffic signals. The observations may include images from cameras. Actions may
correspond to steering and acceleration commands. Note that we generally assume
that the transitions and observations only depend on the current states and actions.
This is known as the Markov property. Given the current state, we can simulate the
system under test to the next time step by sampling

ot ∼ O(· | st), at ∼ π(· | o1:t), st+1 ∼ T(· | st, at). (2.1)

We denote a simulated trajectory up to horizon d as τ = (s1, a1, o1, . . . , sd, ad, od).

Safety specifications. Safety specifications on the system describe the conditions
under which the system is considered to be operating safely. These specifications
are typically defined in terms of constraints on the state trajectories. For example, a
safety specification for a self-driving car might require that the car maintains a safe
distance from other vehicles and pedestrians at all times. These specifications may
be designed ad hoc or written in a formal language like signal temporal logic [28].
We define the set of trajectories that satisfy the safety specification as ψ.Therefore,
we write τ /∈ ψ to denote an unsafe state trajectory. Often these specifications come
with the ability to calculate a robustness value, which quantifies how close a system
trajectory is to violating the specification. We denote the robustness metric of a state
trajectory as ρ(τ), and failure occurs when ρ(τ) ≤ 0.

To facilitate validation, we often assume that disturbances x directly control the
sources of randomness in the environment transitions, sensor observations, and
agent actions. For example, the disturbances may directly correspond to the sensor
noise or acceleration of other agents. Formally, we convert each distribution in the
system simulation to a deterministic function that takes the disturbance as an input:

ot = O(st, xt), at = π(o1:t, xt), st+1 = T(st, at, xt) (2.2)

Given a state st and disturbance xt, we can simulate the system to the next time step
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Agent
Policy π

Environment
Transition Model T

Sensor
Observation Model O

action
at = π(o1:t, xt)

state
st+1 = T(st, at, xt)

observation
ot = O(st, xt)

disturbance
xt

xt

xt

Figure 2.1: An agent takes actions in an environment after receiving observations
through sensors. We inject disturbances to control sources of randomness in control,
simulation, and observation.

by computing:

ot ∼ O(· | st, xt), at ∼ π(· | o1:t, xt), st+1 ∼ T(· | st, at, xt) (2.3)

This formulation is illustrated in Figure 2.1. By simulating up to the end of the time
horizon, we can generate a system trajectory τ = (s1, a1, o1, xt, . . . , sd, ad, od, xd). This
formulation provides a deterministic way to simulate the system behavior under
the influence of disturbances. Given a disturbance trajectory x1:d, we denote the
simulation of the system under this deterministic formulation as

τ = f (x1:d) (2.4)

where f (x1:d) simulates the system trajectory under the influence of disturbances
x1:d. In practice, this formulation may require engineering the ability to control
randomness into existing simulators and sensor models if they are stochastic.

Disturbance models. We assume that the simulated system has an associated prob-
abilistic model of disturbances. In the most general case, these disturbances may
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depend on the current state, action, and observation. We denote this state-dependent
disturbance model as D(xt | st, at, ot). This means that we can compute the density of
a trajectory τ as:

p(τ) = p(s1)
d

∏
t=1

D(xt | st, at, ot) (2.5)

where p(s1) is the initial state distribution. The disturbances may be independent
of the state, action, and observation, in which case the distribution over system
trajectories simplifies to:

p(τ) = p(s1)
d

∏
t=1

D(xt) (2.6)

The disturbance model should capture the distribution of disturbances that the
system is likely to encounter in the operational environment. Consequently, p(τ)

will capture the distribution over system trajectories that we expect to see when the
system is deployed. For this reason, we call p(τ) the nominal trajectory distribution.

The disturbance model can be either learned from data or specified by domain
experts. The quality of safety validation results depends heavily on how accurately
this model captures the actual distribution of disturbances in the operational envi-
ronment. If the disturbance model is inaccurate, the safety validation results may
be less representative of real-world failure events. However, even with an imper-
fect disturbance model, safety validation can still be used to understand potential
weaknesses and vulnerabilities.

2.2 Sampling and Estimation for Safety Validation

In this section, we formalize three different tasks commonly encountered in safety
validation: falsification, failure sampling, and estimation.

Falsification. The goal of falsification is to find a single disturbance trajectory that
leads to a violation of the safety specification:

Find τ s.t. τ /∈ ψ (2.7)
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success

failure

Falsification

success

failure

Sampling

success

failure

Estimation

Find τ s.t. τ /∈ ψ τ ∼ p(· | τ /∈ ψ) Pfail = Ep(τ) [1{τ /∈ ψ}]

Figure 2.2: Three safety validation tasks. This thesis focuses on the sampling and
estimation tasks.

Failure sampling. The goal of failure sampling is to sample from the distribution
of disturbances that lead to a violation of the safety specification. This sampling
problem is:

τ ∼ p(· | τ /∈ ψ) (2.8)

Failure probability estimation. In the failure probability estimation task, the goal is to
estimate the probability that a system trajectory violates the safety specification. This
probability of failure Pfail is an expectation over the nominal trajectory distribution:

Pfail = Ep(τ) [1{τ /∈ ψ}] (2.9)

These tasks are listed in order of increasing difficulty and utility for safety valida-
tion. Failure sampling is generally more challenging than falsification, as it requires
sampling from the distribution of disturbances that lead to failures. To estimate the
probability of failure, we must discover many likely failure examples. Therefore,
if we can solve the failure probability task, we also solve the failure sampling and
falsification tasks.

In general, the failure probability estimation task provides the most utility for
safety validation, as it allows us to quantify the risk of a system violating safety
specifications. However, each task may produce useful results at various stages
of development. For example, falsification may be useful in the early stages of
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development to identify potential safety issues. Failure sampling may be useful for
generating a diverse set of failure examples for further analysis.

2.3 Existing Approaches

Both failure sampling and failure probability estimation tasks require sampling
from the distribution of disturbances that lead to a violation of safety specifications.
In this section, we review existing approaches for sampling and estimation.

Challenges. Algorithms for sampling and estimation face three key challenges. First,
failures in safety-critical systems tend to be relatively rare events. Simple methods
like Monte Carlo sampling, which draws trajectories directly from p(τ), may require
an enormous number of samples to discover a failure. Consider a system with a
failure probability of 10−6. Sampling even one failure event with a Monte Carlo
method would require 106 samples on average, and obtaining a reliable estimate
of the failure probability would require many more. Second, the search space over
failure trajectories is often high-dimensional. The space of disturbance trajectories
scales exponentially with the size of the disturbance space and the trajectory length,
so an exhaustive search is intractable. Third, the distribution of disturbances that
lead to failures may be multimodal, with multiple distinct regions of the disturbance
space that lead to failures. Reliably sampling multimodal distributions is often
challenging, especially when the modes are not known a priori, as is often the case
in safety validation [29].

2.3.1 Monte Carlo

A simple approach to sample failures and estimate the failure probability is using
Monte Carlo (MC) sampling, which uses N independent samples from p(τ). After
simulating these samples, we can approximate the distribution over failure trajec-
tories by simply rejecting the samples that do not lead to failure. Additionally, we
can estimate the failure probability by counting the number of samples that lead to
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failure. The MC estimator of the failure probability is:

P̂MC
fail =

1
N

N

∑
i=1

1{τi /∈ ψ} (2.10)

The MC estimator is unbiased, with variance that depends on the true failure proba-
bility:

Var[P̂MC
fail ] =

Pfail(1− Pfail)

N
(2.11)

For safety-critical systems, the true failure probability may be as low as 10−9, making
MC estimation infeasible. Sampling one failure trajectory would require 109 samples
on average. Estimating the failure probability to within 1% accuracy would require
1011 samples. For these reasons, MC is often impractical for safety validation of
complex systems. Instead, we may need to use more sophisticated methods that
can more efficiently sample from the failure distribution.

2.3.2 Markov Chain Monte Carlo

Markov chain Monte Carlo (MCMC) methods generate samples from a target dis-
tribution by constructing a Markov chain whose stationary distribution matches
the target distribution [29]. For safety validation, the target distribution is typically
the failure distribution p(τ | τ /∈ ψ). MCMC methods begin with an initial sample
τ0 and iteratively propose new samples τ′ from a proposal distribution that only
depends on the previous sample q(· | τ). The new sample is either accepted or
rejected based on a probability that depends on the target distribution. If the new
sample is accepted, it becomes the next sample in the Markov chain. The Markov
chain is run for a large number of iterations, and the samples are used to estimate
properties of the target distribution. The Markov chain is designed so that samples
are asymptotically distributed according to the target distribution as the number of
iterations approaches infinity.

One of the most common MCMC methods is the Metropolis-Hastings (MH)
algorithm. Given a current sample τ, the algorithm proposes a new sample τ′ from
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a proposal distribution q(τ′ | τ). The proposed sample is accepted with probability:

α = min
(

1,
p(τ′ | τ′ /∈ ψ)q(τ | τ′)

p(τ | τ /∈ ψ)q(τ′ | τ)

)
(2.12)

Acceptance step. The proposal for Metropolis-Hastings is often chosen to be sym-
metric, meaning that q(τ′ | τ) = q(τ | τ′). In this case, the acceptance probability
simplifies to:

α = min
(

1,
p(τ′ | τ′ /∈ ψ)

p(τ | τ /∈ ψ)

)
(2.13)

Note that we do not need to know the normalizing constant of the target distribution,
as it cancels out in the acceptance probability.

Limitations. While MCMC methods can theoretically sample from any target distri-
bution, they face practical challenges in safety validation. The efficiency of MCMC
methods depends heavily on the choice of proposal distribution. Poor proposal
distributions can lead to slow mixing and long convergence times. Additionally,
MCMC methods may struggle with multimodal failure distributions, as the Markov
chain may have difficulty moving between modes.

2.3.3 Importance Sampling

Importance sampling can reduce the variance of failure probability estimates by
focusing samples on regions of interest. The key idea is to sample from an alternative
distribution q(τ) that makes failures more likely to occur. The distribution q(τ) is
sometimes called a proposal distribution. The importance sampling estimate of the
failure probability is:

P̂IS
fail =

1
N

N

∑
i=1

w(τi)1{τi /∈ ψ} (2.14)

where the samples are weighted according to their importance weight w(τ) =

p(τ)/q(τ). The estimator is unbiased if q(x) > 0 whenever p(τ)1{τ /∈ ψ} > 0.
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The variance of the importance sampling estimator is:

Var[P̂IS
fail] =

1
N

Eq(τ)

[
(p(τ)1{τ /∈ ψ} − q(τ)Pfail)

2

q(τ)

]
(2.15)

A good importance sampling distribution should minimize the variance of the
estimator so that fewer samples are required to obtain a reliable estimate. The
optimal importance sampling distribution, which minimizes the variance of the
estimator, is proportional to the failure distribution itself:

q?(τ) =
p(τ | τ /∈ ψ)

Pfail
(2.16)

In practice, it is impossible to sample directly from the optimal importance sampling
distribution because it depends on the unknown failure probability. Instead, algo-
rithms that use importance sampling often seek to estimate the optimal importance
sampling distribution.

The choice of the proposal can significantly impact the efficiency of importance
sampling for probability estimation. In practice, a poor choice of proposal can lead
to estimates with much larger variance than direct Monte Carlo. The choice of
proposal becomes especially difficult in high-dimensional, multimodal distribu-
tions. It is challenging to ensure adequate coverage of all potential failure modes,
particularly when these modes are separated by low-probability regions within a
high-dimensional parameter space. Poor proposals can be diagnosed by examining
the importance weights of the samples. If the weights are very large, meaning that
the proposal distribution is very different from the target distribution, the variance
of the estimator will be high. In practice, Kim et al. [30] recommend clipping the
importance weights to prevent the estimator from becoming unstable.

Adaptive multilevel splitting (AMS) [31], [32] is a method for rare event sam-
pling and estimation that approximates the optimal importance sampling distribu-
tion using MCMC samples. AMS works by iteratively updating a group of samples
using MCMC to be closer to the failure region. Previously, AMS has been used to
evaluate the safety of autonomous driving policies [33], [34], to approximate the
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probability of conflict in air traffic management [35], and to evaluate the robustness
of neural networks for perception tasks [36].

One of the most popular methods for failure sampling and estimation is the
Cross-Entropy Method (CEM) [37], [38]. CEM iteratively updates a parametric
proposal distribution by minimizing the KL divergence to the optimal importance
sampling distribution. Starting from a parametric distribution qθ(τ) where θ are the
parameters, CEM solves the following optimization problem:

θ∗ = arg min
θ

DKL(p(τ | ρ(τ) ≤ 0) ‖ qθ(τ)) (2.17)

= arg max
θ

∫
p(τ)1{ρ(τ) ≤ 0} log qθ(τ)dτ (2.18)

= arg max
θ

Ep(τ) [1{ρ(τ) ≤ 0} log qθ(τ)] (2.19)

= arg max
θ

Eqθ(τ)

[
1{ρ(τ) ≤ 0} p(τ)

qθ(τ)
log qθ(τ)

]
(2.20)

≈ arg max
θ

1
N

N

∑
i=1

1{ρ(τ) ≤ 0} p(τ)
qθ(τ)

log qθ(τ) (2.21)

When the proposal is a member of the exponential family, (e.g Gaussian), the
optimization problem can be solved analytically. One challenge with this procedure
is that because failure events are rare, all samples may be safe with ρ(τ) > 0. In this
case, the proposal will never converge to the failure region.

One solution is to iteratively update a target robustness threshold γk at iteration k

to ensure that a minimum fraction α of samples are failures. The resulting algorithm
takes the following steps:

1. Sample {τ1, . . . , τN} from qθk(τ)

2. Sort the samples by robustness ρ(τi)

3. Update the threshold γk to be the α-th percentile of the robustness values

4. Set θk+1 by solving the optimization problem with the new threshold

5. Repeat until γk = 0
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CEM has been used to evaluate safety for aircraft collision avoidance systems [30]
and autonomous driving policies [23], [39].

2.3.4 Dynamic Programming

Dynamic programming approaches for failure sampling and estimation make use
of the temporal structure of the system to efficiently sample from the failure distri-
bution. These methods often rely on observing the state of the environment during
simulation to construct a state-dependent proposal distribution over disturbances.
One of the key assumptions is that the state of the environment and system isMarko-
vian, or that the current state contains all relevant information about the future. This
assumption allows the method to construct a proposal that depends only on the
current state of the system. In practice these dynamic programming problems can
be formulated as decision-making problems, and may be solved using appropri-
ate methods like value iteration or Q-learning [40], [41]. Dynamic programming
methods can be effective for small, discrete problems. However, the dimensionality
of the problem grows exponentially with the time horizon, making dynamic pro-
gramming methods difficult to apply to long time horizons or high-dimensional
problems. Dynamic programming methods have been used to evaluate the safety
of autonomous driving policies in multi-agent scenarios [42] and to evaluate the
safety of aircraft collision avoidance systems [43].

2.3.5 Strengths and weaknesses

Each category of approaches to sampling and estimation has its own strengths and
weaknesses. Here, we summarize the key points for each approach.

Monte Carlo. Monte Carlo methods are simple, easy to implement, and require no
knowledge about the environment state. However, they may be inefficient for rare
failure events. Direct Monte Carlo sampling can require an enormous number of
samples to find a failure, making it impractical for validation of complex systems.
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Markov chain Monte Carlo. MCMC methods can theoretically sample from any
target distribution. Like MC, they generally do not require knowledge of the envi-
ronment state, whichmay be unavailable due to privacy or implementation concerns.
Methods that rely on MCMC can be effective for very complex distributions because
MCMC samples can represent the full distribution. However, MCMC methods
may struggle with multimodal failure distributions, and the efficiency of MCMC
methods depends heavily on the choice of proposal distribution.

Importance sampling. Importance sampling approaches require findingmany failure
examples to estimate the optimal importance sampling distribution. The efficiency
of importance sampling depends heavily on the choice of proposal distribution. In
high-dimensional, complex problems, it may be difficult to design or learn a good
proposal distribution.

Dynamic programming. Dynamic programming methods can be effective for small,
discrete problems where the state space is manageable. However, the dimension-
ality of the problem grows exponentially with the time horizon, making dynamic
programming methods difficult to apply to problems with high-dimensional state
and disturbance spaces.

2.4 Discussion

This chapter introduced a model of safety validation for autonomous systems. The
system takes actions in an environment after receiving observations of the environ-
ment state through a sensor. We assume that the agent, environment, and sensor
can be influenced through stochastic disturbances. The system and environment
interact over a discrete time horizon, and the goal of safety validation is to find
disturbances that lead to a violation of safety specifications.

We introduced three tasks for safety validation: falsification, failure sampling,
and failure probability estimation. We argue that the failure sampling and estimation
tasks are the most useful for safety validation, as they provide a distribution of
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failures and a probability of failure, respectively. We reviewed existing approaches
for failure sampling and estimation, including Monte Carlo, Markov chain Monte
Carlo, importance sampling, and dynamic programming.

In the following chapter we introduce three sample systems that will be used
to evaluate different sampling and estimation approaches in later chapters. These
systems will help us understand the strengths and weaknesses of each approach.



3 Example Systems

In this chapter, we provide amathematical formulation of safety validation problems
for sampling and estimation. Next, we present example problem formulations
for three different systems. First, we consider a simple inverted pendulum. The
agent tries to keep a pendulum balanced vertically while being subjected to torque
disturbances. The second system is a autonomous vehicle that tries to avoid colliding
with a jaywalking pedestrian. The disturbances to the AV are the pedestrian’smotion
and the AV’s sensor noise. Third, we describe a Ground Collision Avoidance (GCAS)
autopilot for the F-16 aircraft. The aircraft must avoid collision with the ground
while being subject to sensor noise.

3.1 Inverted Pendulum

Throughout this thesis, we consider the inverted pendulum as a simple, illustrative
example system for safety validation. The inverted pendulum system is a classic
nonlinear control problem. Figure 3.1 shows the system consisting of a pendulum
that is free to rotate about a pivot point. The goal is to keep the pendulum balanced
in the upright position by applying a torque to the pivot point. The state of the
system is the angle θ of the pendulum with respect to the vertical axis and the
angular velocity θ̇. The control input a is the applied torque. In this example, we
consider a controller that perfectly observes the state of the system. The dynamics

25
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θ

a

Figure 3.1: Inverted pendulum system. The agent controls the torque applied to the
pivot point a to keep the pendulum balanced. Failure occurs when the angle of the
pendulum exceeds a threshold, shown by the red shaded region.

of the system are given by the following equations of motion:

θ̇t+1 = θ̇t +

(
3g
2l

sin θ +
3a

ml2

)
∆t (3.1)

θt+1 = θt + θ̇t+1∆t (3.2)

where g is the acceleration due to gravity, l is the length of the pendulum, m is the
mass of the pendulum, and ∆t is the time step. The magnitude of the torque is
bounded by amax. The initial state of the pendulum is always set to θ = 0 and θ̇ = 0.

Throughout this thesis, we will use additive torque disturbances on this system.
The disturbances at each time step are drawn from a Gaussian distribution with
mean 0 and standard deviation σ. The disturbance is added to the control input a

before applying it to the system. This type of disturbance models the uncertainty in
the control input due actuator noise or environmental factors like wind.

We note that the system is underactuated, meaning that the control input a

does not have full control authority. If the angle of the pendulum exceeds the
threshold, the force of gravity will cause the pendulum to fall over. More formally,
the safety specification for the inverted pendulum requires that the magnitude of
the pendulum’s angle |θ| remains below a threshold θmax for all time steps.
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x

y

Figure 3.2: Autonomous vehicle and pedestrian scenario. The autonomous vehicle
(AV) must avoid colliding with a jaywalking pedestrian. The disturbances are the
AV’s sensor noise and the pedestrian’s motion.

3.2 Autonomous Vehicle

Autonomous driving has become an especially important domain for safety valida-
tion due to recent deployments of self-driving cars [44], [45], [46]. Safety validation
of real-world autonomous vehicles is challenging due to the size of the state and
disturbance spaces, complex interactions between agents, and rarity of failure events.

We consider a simplified scenario where an autonomous vehicle (AV)must avoid
colliding with a jaywalking pedestrian. This scenario is pictured in Figure 3.2. The
AV is equipped with sensors that provide noisy measurements of the pedestrian’s
position, heading, and speed. The AV must control its acceleration to avoid colliding
with the pedestrian. There is only one lane for the AV to drive in, so the state of
the AV can be represented by the longitudinal position (rAVx , vAV

x ). The state of the
pedestrian is the lateral and longitudinal position and velocity (rpedx , rpedy , vped

x , vped
y ).

At each time step, both agents compute their acceleration. Then, their states are
updated according to the following kinematic equations:

rt+∆t = rt + vt∆t +
1
2

at∆t2 (3.3)

vt+∆t = vt + at∆t (3.4)

where ∆t is the simulation time step.



chapter 3. example systems 28

Table 3.1: Default IDM parameter values.
Parameter Description Default Value
k Speed tracking constant 1.0 s−1

δ Acceleration exponent 4.0
Tdes Desired time headway 1.5 s
rmin Minimum allowed gap 5.0m
vdes Desired velocity 15.0m/s
amax Maximum acceleration 3.0m/s2

dcomf Comfortable deceleration 2.0m/s2

dmax Maximum deceleration 9.0m/s2

The AV’s driving policy is based on the Intelligent Driver Model (IDM) [47], a
rule-based model that describes car-following behavior. The IDM applies longitudi-
nal acceleration to reach a desired velocity while maintaining a safe distance from
obstacles. The IDM algorithm is shown in algorithm 3.1. The IDM takes as input the
current distance to the lead vehicle ∆r, the AV’s velocity vego, and the lead vehicle’s
velocity vlead. If there is no leading object (clead = 0), the IDM accelerates the AV to
reach its desired velocity. If there is a leading object, the IDM computes the desired
gap rdes and computes the acceleration based on the desired gap and relative veloc-
ity. The IDM acceleration is bounded by the AV’s maximum acceleration amax and
maximum deceleration dmax. The IDM default parameters are shown in Table 3.1.

Failures in this scenario occur when the AV collides with the pedestrian. The
safety specification requires that the distance between the AV and the pedestrian
remains above a threshold rmin for all time steps. The disturbances are the lateral and
longitudinal acceleration of the pedestrian (ax, ay), and the lateral and longitudinal
noise in the measurements of the pedestrian’s position and speed (nx, ny, nv). We
assume that all five disturbances are independent, andmodel each with a zero-mean
Gaussian distribution.
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Algorithm 3.1 Intelligent Driver Model (IDM)
1: function IDMAcceleration(∆r, vego, vlead)
2: ∆v← vlead − vego . Calculate relative velocity
3: if vlead 6= NaN . Check if lead vehicle is present
4: rdes ← rmin + vego∆Tdes −

vego∆v
2
√

amaxacomf
. Calculate desired gap

5: a← amax

(
1−

(
vego
rdes

)2
−

(
∆v
∆r

)2
)

. IDM acceleration with lead vehicle

6: else
7: a← k∆v . Free-road acceleration
8: return clamp(a,−dmax, amax) . Bound acceleration within limits

3.3 F-16 Ground Collision Avoidance System

The Ground Collision Avoidance System (GCAS) is an autopilot system designed
to prevent aircraft from colliding with the ground. We consider validating a model
of the GCAS system for the F-16 aircraft adapted from [48]. This represents a
challenging validation problem due to the rarity of failures like ground collision and
the long time horizon required to observe these failures. This problem is illustrated
in Figure 3.3.

The F-16 aircraft model uses nonlinear 6 degree-of-freedom equations of motion
comprising 13 state variables summarized in Table 3.2. The model represents both
aerodynamic forces/moments using look-up tables based on wind tunnel data, and
engine dynamics including afterburner effects. For a complete description of the
F-16 dynamics and control system, see Stevens et al. [49] and Seto et al. [50].

The GCAS implements a recovery maneuver using a finite state machine with
three primary phases: Standby, Roll, and Pull. The default Standby phase applies
no control effort as long as the aircraft’s nose is sufficiently high and the aircraft is
above the minimum safe altitude hmin, or flight deck. If the nose is not high enough
or the aircraft is below the flight deck, the system enters a Roll phase, which
commands a roll maneuver to achieve wings-level flight. This phase uses a PD
controller to compute a desired roll rate to level the wings. Once the wings are level,
the system transitions to the Pull phase, which executes a 5-G pull-up maneuver
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Figure 3.3: F-16 aircraft. The Ground Collision Avoidance System (GCAS) prevents
the aircraft from colliding with the ground. The controller first rolls the wings level,
then pulls up to prevent collision.

that is maintained until the aircraft’s nose rises above the horizon. The controller
must respect strict safety constraints: the total g-force must remain between −2 and
9 g’s to prevent both structural damage and pilot physiological limits like g-force
induced loss of consciousness. This algorithm is shown in algorithm 3.2. For more
details on this model of the GCAS, see Heidlauf et al. [48].

Table 3.2: State variables in the F-16 aircraft model
Symbol Meaning

Vt Air Speed
α Angle of Attack
β Angle of Sideslip
φ Roll
θ Pitch
ψ Yaw
P Roll Rate
Q Pitch Rate
R Yaw Rate
Pn Northward Displacement
Pe Eastward Displacement
alt Altitude
pow Engine Power
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Algorithm 3.2 GCAS Algorithm
Require: Current GCAS mode, mode ∈ {Standby,Roll,Pull}
Require: Aircraft state vector x
1: function GcasControl(mode, x)
2: if mode = Standby
3: if Not IsNoseHighEnough(x) and Not IsAboveFlightDeck(x)
4: mode← Roll
5: else if mode = Roll
6: if IsRollRateLow(x) and AreWingsLevel(x)
7: mode← Pull
8: else
9: if IsNoseHighEnough(x)

10: mode← Standby
11: if mode = Standby
12: a← StandbyCmd
13: else if mode = Roll
14: a← RollWingsLevel(x)
15: else
16: a← PullNoseLevel
17: return mode, a

The high-level commands of desired roll-rate and pull-up acceleration are passed
to an inner-loop controller that computes the control surface deflections necessary
to achieve these commands. The inner-loop uses two decoupled linear quadratic
regulators to handle longitudinal and lateral dynamics separately. The longitudinal
controller uses elevator deflection to track commanded upward acceleration, while
the lateral controller uses aileron and rudder to regulate the desired roll rate and
stabilize combined side acceleration and yaw rate. The controller includes integral
action on these three tracked variables to eliminate steady-state error. The details of
this lower-level controller are provided in Seto et al. [50]

Failures in this system occur when the aircraft collides with the ground. The
safety specification requires that the aircraft’s altitude remains above 0 meters for
all time steps. The disturbances in this system are sensor noise on the aircraft’s
roll, pitch, and yaw angles, and their rates. We assume that the sensor noise is
independent and identically distributed zero-mean Gaussian.
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3.4 Discussion

In this chapter, we introduce three safety validation problems that are used to
evaluate the proposed methods in this thesis. The first problem is the inverted
pendulum, a simple underactuated system that requires balancing a pendulum
in the upright position while being subjected to torque disturbances. The second
problem is an autonomous vehicle that must avoid colliding with a jaywalking
pedestrian. The AV is subject to sensor noise and the pedestrian’s motion. The third
problem is the Ground Collision Avoidance System for the F-16 aircraft. The GCAS
must prevent the aircraft from colliding with the ground while being subject to
sensor noise.

The next chapter begins the discussion of the proposed methods for safety
validation. We introduce a formulation of failure sampling as probabilistic inference
and demonstrate it on the inverted pendulum and autonomous vehicle problems.



4 Failure Sampling as Probabilistic Inference

In this chapter, we develop an approach for failure sampling in autonomous sys-
tems that generalizes across different systems and sampling methods. First, we
frame the problem as probabilistic inference of the distribution over failures due
to disturbances in the environment. We then propose a modeling framework to
represent the failure distribution in a probabilistic programming paradigm. This
model-based representation enables us to easily use advanced inference algorithms
for high-dimensional sampling problems, like Hamiltonian Monte Carlo [51], [52].

4.1 Motivation

Sequential decision-making systems in safety-critical domains require thorough
validation for acceptance and safe deployment. Information about potential failure
modes is critical for engineers and policymakers to determinewhether certain failure
modes require additional engineering attention and to estimate the risk associated
with deployment [13]. Therefore, a key step of safety validation is to determine
the distribution over failure trajectories, or search for possible failure modes and
determine their associated likelihood. Searching for failures in safety-critical systems
is challenging for several reasons. First, failures tend to be rare. Safety-critical
autonomy is designed to be relatively safe from the outset, so naive methods like
direct Monte Carlo sampling require an enormous number of samples to discover
rare failures. Second, the search space is high dimensional. Autonomous systems
typically have large state spaces and operate over long time horizon trajectories.
Third, sequential systems can exhibit multimodal failures. Accurately estimating
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Probabilistic Program

Agent Environment

Sensor

action
at = π(o1:t, xt)

state
st+1 = T(st, at, xt)

observation
ot = O(st, xt)

Inference Algorithm
(MCMC)

disturbance
trajectory x1:d

xt xt

xt

density p̄(τ | τ /∈ ψ),
gradient ∇x1:d p̄(τ | τ /∈ ψ)

1. Simulate system:

2. Approximate failure density: p̄(τ | τ /∈ ψ) = p(τ)pε(∆(τ))

Figure 4.1: Overview of our approach for failure sampling as probabilistic inference.
We wrap the simulation of the system under test with disturbances in a probabilistic
program. The program is conditioned on the desired outcome of the simulation, that
the trajectory is a failure. To facilitate inference on the discontinuous likelihood, we
approximate the true failure distribution using a smoothing function that penalizes
safe trajectories. If the system under test is differentiable, we can automatically
compute gradients of the approximate failure distribution density. We can then use
Hamiltonian Monte Carlo or any other generic inference algorithm to sample from
the approximate failure distribution.
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multimodal distributions requires methods that can explore the parameter space
without converging to individual modes.

Several previous approaches to safety validation perform falsification [14], [53],
[54], which aims to find a single failure example or failure mode. The main draw-
back of these methods is that they tend to converge to a single failure trajectory, such
as the most extreme or most likely example [26]. The mode-seeking behavior of fal-
sification methods is insufficient to capture the distribution over failure trajectories.
Importance sampling [23], [30], [55] and Markov Chain Monte Carlo [25], [33]
approaches have also been used to sample failure trajectories. These approaches
aim to approximate the distribution over failures using samples. However, existing
approaches are only applicable in low-dimensional spaces and rely on ad-hoc algo-
rithmic modifications. These limitations make existing approaches less useful for
the validation of sequential systems in a general setting.

In this contribution, we propose a general approach for sampling the distribu-
tion over failure trajectories in sequential systems. First, we frame the problem
as probabilistic inference of the distribution over failures due to disturbances in
the environment. We then propose a modeling framework to represent the failure
distribution in a probabilistic programming paradigm. This model-based represen-
tation enables us to easily use advanced inference algorithms for high-dimensional
sampling problems, such as Hamiltonian Monte Carlo [51], [52]. The proposed
approach is illustrated in Figure 4.1. Our contributions are as follows:

• We frame sampling the distribution over failures in sequential systems as
Bayesian inference.

• We propose a model-based approach to sample from the distribution over
failures by incorporating system gradient information.

• We demonstrate the proposed approach on three sample validation problems.
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4.2 Probabilistic Programming

This section provides a brief background on probabilistic programming to under-
stand our approach for failure sampling. Probabilistic programming provides a
framework for expressing and performing inference over probabilistic models. By
extending traditional programming languages with random variables and condi-
tioning, probabilistic programming languages allow developers to define complex
generative models as executable programs. This approach allows for the separation
of model specification from inference algorithms, making it easier to experiment
with different models without reimplementing inference procedures.

Modern probabilistic programming languages like Stan [56], Pyro [57] and Tur-
ing.jl [58] provide a variety of sampling-based and variational inference techniques
to efficiently estimate posterior distributions. These languages typically support
automatic differentiation, provides gradients of the target density with respect to
the input parameters. Gradient information can be critical for inference algorithms
to scale to high-dimensional parameter spaces. The combination of flexible model
specification and powerful inference algorithms makes probabilistic programming
particularly well-suited for safety validation tasks in autonomous systems, where
sampling from complex failure distributions often involves high-dimensional spaces
with multiple failure modes.

4.3 Methodology

In this section, we present our framework for model-based probabilistic inference
of the failure distribution in sequential systems. First, we introduce the necessary
notation and definitions. Then, we describe our approach to estimate the distribution
over failures through probabilistic inference.

Wedenote the simulation of the systemunder testwith environment disturbances
by a dynamics function f . Note that f represents the dynamics of both the system
under test and the environment. The resulting state trajectory under disturbances is
written as τ = f (x1:d). Since all stochasticity in the simulation is determined by x1:d,
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the disturbance model p(x1:d) induces a distribution over state trajectories, p(τ).
We seek the distribution over state trajectories that violate the safety property, the
conditional distribution p(τ | τ /∈ ψ).

Environment dynamics or characteristics of the system under test often make it
impossible to express the failure distribution analytically. However, it is usually easy
to sample from these systems by simulating the system under test with disturbances.
Bayesian inference methods such as MCMC approximate a target distribution by
drawing samples. In this work, we frame the safety validation problem as Bayesian
inference of the distribution over failures.

Sampling-based Bayesian inference requires a way to draw samples from a target
distribution. We represent the state trajectory distribution as a probabilistic model
using probabilistic programming [59]. Under this paradigm, we can describe the
distribution over state trajectories as a function of random variables that represent
the disturbance model. Modern probabilistic programming languages, such as
Turing [58], let us wrap existing simulations in a probabilistic program with little
modification of the underlying simulation. In general, these probabilistic programs
take as input a set of parameters and return the log-likelihood of the parameters
under the target distribution. This generic interface allows us to use a variety of
inference algorithms to sample from the distribution over failures.

The probabilistic model represents the distribution over state trajectories in-
duced by the disturbance model. We represent the distribution over failures by
conditioning the probabilistic model on the desired outcome of the simulation —
that the simulated trajectory is a failure. Any safe trajectory has zero likelihood
under the conditional distribution. We represent this condition using an indicator
function, whose value is one for failure trajectories and zero otherwise. Under this
formulation, the log likelihood of a system trajectory p(τ | τ /∈ ψ) is:

log p(τ | τ /∈ ψ) = log1{τ /∈ ψ}+ log p(τ) (4.1)

The main challenges associated with sampling from p(τ | τ /∈ ψ) are the distri-
bution’s high dimensionality due to long time horizons, discontinuity due to the
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indicator on failure trajectories, and potential multimodality. The following sections
show how we address each of these challenges.

4.3.1 Model-based Approach with Automatic Differentiation

Trajectories in sequential systems of interest tend to be high dimensional. It is
well established that black-box, gradient-free sampling from high-dimensional dis-
tributions becomes difficult with increasing dimensionality [51]. Gradient-based
sampling algorithms such as Hamiltonian Monte Carlo (HMC) [60], [61] use in-
formation about the shape of the underlying distribution to take large steps in
parameter space, allowing them to scale to higher dimensions.

To address the challenge of sampling high-dimensional failure trajectories in
sequential systems, we take a model-based approach. Gradients of the dynamics
function f with respect to disturbances are computed using automatic differentiation.
The simulation environment and system under test are modeled in a framework
compatible with automatic differentiation (AD). AD enables algorithms to com-
pute exact gradients of the posterior likelihood density with respect to the input
disturbances. We use Zygote [62], which performs source-to-source AD in Julia.

In contrastwith someprevious approaches that assume the system isMarkov [42],
our approach can handle non-Markov systems. We estimate the distribution over
failures using rollouts of the system dynamics under disturbances, which fully
characterize the system behavior and allows us to validate policies that depend on
state estimates rather than true states.

4.3.2 Smoothing Approximation for Sharp Gradients

Gradients of the posterior density will be undefined in regions where the state
trajectory is safe due to the indicator in Equation (4.1). Additionally, the boundary
between safe and failing state trajectories is discontinuous. As a result, gradient-
based sampling algorithms have no information about how to improve a proposal.
We relax the discontinuity by approximating the indicator function using an exterior
penalty function pε(·) parameterized by ε. We also assume that we can calculate a
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distance to failure to the failure region ∆(τ) for any safe trajectory. The likelihood of
the distance to failure under the approximation of the discontinuity is added to the
likelihood of the sampled trajectory. The log-likelihood of a trajectory under this
smoothing approximation is:

log p̄(τ | τ /∈ ψ) = log pε(∆(τ)) + log p(τ) (4.2)

There aremany possible choices for the exterior penalty function pε(·). Any function
that approximates the discontinuity between safe and failure regions can be used.
Some possible choices include an exponential likelihood, a sigmoid, or a squared
exponential (or Gaussian) likelihood function.

The role of AD is to calculate the gradient of the penalty density with respect to
the input disturbance trajectory ∇x1:d log p(∆( f (x1:d))), which is now defined for
safe and failure trajectories. The exterior penalty smooths the discontinuity between
the safe and failure regions of the state trajectory space while changing the density
in the failure region by a constant. This smoothing approximation along with AD
enables us to use gradient-based sampling methods.

We use a Gaussian distribution with mean zero and variance ε as the penalty
function. The variance ε acts as a hyperparameter, with smaller values better approx-
imating the discontinuity and larger values yielding smoother posterior densities.
Consider an illustrative validation problem where the state distribution is the unit
Gaussian and failure occurs when |s| > 5. Figure 4.2 illustrates the unnormalized
density of the approximate failure distribution for a few values of ε. As ε decreases
towards zero, the resulting distribution is a better approximation of the true failure
distribution, shown in dark red. Larger values of ε smooth the gap between the
separated failure modes on the far left and right tails of the distribution. Empirically,
we find values in the range ε ∈ [0.01, 0.1] work well for the problems investigated in
this work.

algorithm 4.1 shows the probabilistic program for sampling from the approxi-
mate failure distribution. The program samples a disturbance trajectory x1:d and
simulates the system under test with the disturbance. The initial state may either
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Figure 4.2: Illustration of the approximate failure distribution for different values
of the smoothing hyperparameter ε. As ε decreases, the approximate distribution
interpolates between the nominal distribution p(τ) and the true failure distribution.

be specified or sampled from an initial distribution. Each time a disturbance is
sampled, the PPL internally accumulates the log-likelihood of the disturbance tra-
jectory. After the trajectory is rolled out, we call AddLogProb(log pε(∆(τ))) to add
the log-likelihood of the distance to failure under the smoothing approximation.
The program returns the log-likelihood of the disturbance trajectory under the
approximate failure distribution to the inference algorithm.

Algorithm 4.1 Failure Sampling Probabilistic Program
1: function FailureDistribution(π, T, O, D)
2: s0 ∼ p(s0)
3: τ ← [s0]
4: for t ∈ 1 : tmax
5: xt ∼ D(xt)
6: ot ← O(st, xt)
7: at ← π(o1:t, xt)
8: st+1 ← T(st, at, xt)
9: τ ← append(τ, (ot, at, xt, st+1))

10: AddLogProb(log pε(∆(τ)))
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4.3.3 Sampling for Multimodality

The generality of the approach makes available a wide variety of off-the-shelf
Bayesian inference methods. We use HMC with No-U-Turn Sampling (NUTS)
[52], which is a general HMC variant that excels at sampling from complex, high-
dimensional posterior distributions.

Multimodality in the distribution over failure trajectories poses a challenge for
many MCMC algorithms [63]. Sampling algorithms may converge to a single mode
rather than mixing across the modes in parameter space. In our illustrative example,
a single MCMC chain may only sample from the left or right mode of the failure
distribution. One way to explore a multimodal space is to run many chains of
MCMC from different starting points. In our sampling approach, we use multiple
NUTS chains with different starting disturbance trajectories. The number of chains
selected depends on the difficulty of the problem, with higher dimension and more
modes generally requiring more chains.

4.4 Experiments

This section presents the experimental evaluation of the proposed failure sam-
pling approach. First, we discuss our evaluation metrics and baseline sampling
approaches. Then, we describe the three simulation environments and policies used
in validation experiments.

Metrics. We evaluate the proposed approach based on failure rate, log-likelihood
of failures discovered, and computation time. The failure rate is the proportion
of drawn samples that result in failure. We also use a coverage metric based on
the mean dispersion of failure trajectories in disturbance space [64]. The mean
dispersion Cdisp ∈ [0, 1] is computed over a grid in trajectory space as

Cdisp = 1− 1
n

n

∑
j=1

min(dj, g)
g

(4.3)
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where n is the number of grid points, g is the grid spacing, and dj is the minimum
distance from the grid point to a point in the sampled disturbance trajectories. Larger
values of Cdisp indicate that a sampler has discovered failures in more regions of
disturbance trajectory-space.

Baselines. We compare the proposed gradient-based approach to direct Monte
Carlo (MC) sampling and the black-box MCMC Particle Gibbs (PG) [65] algorithm
with 1,000 particles. PG combines particle filtering with Gibbs sampling to sample
from complex posterior distributions. It extends traditional Gibbs sampling by using
a particle filter to handle high-dimensional trajectories.

4.4.1 Inverted Pendulum

The first system we validate is an inverted pendulum with a neural network con-
troller. While this is not a safety-critical system, it demonstrates the ability of the
proposed approach to validate policies with machine learning components. In the
inverted pendulum, a policy exerts a control torque to keep the pendulum balanced
upright. We optimize a neural network policy using the Proximal Policy Optimiza-
tion reinforcement learning algorithm, which has been shown to performwell on the
inverted pendulum [66]. The policy is represented by a two-layer neural network
with 32 neurons per layer and tanh activations between hidden layers. The policy is
trained for 106 time steps.

We sample failures of control policy by considering external torque disturbances
from the environment. Torque disturbances are assumed to be distributed according
to a zero-mean Gaussian with variance σn. This experiment uses σn = 0.1 N m and
Tmax = 2 N m so that disturbances are likely to be much smaller than the maximum
control torque. A failure occurs when the torque due to gravity overcomes the
maximum control torque, which occurs when |θ| ≥ 0.5 rad. The distance to failure
is the minimum absolute value of the angle of the pendulum over the trajectory.
Pendulum simulations span a 5 s horizon with a 0.1 s time step. We sample 10,000

samples for each method, with 10 MCMC chains and 1,000 samples per chain.
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4.4.2 Autonomous Vehicle Scenario

The second experiment involves an autonomous vehicle (AV) approaching a single
pedestrian at a crosswalk. The disturbances control pedestrian acceleration and
noise in the AV’s sensors. The disturbances to the system are represented by a
6-tuple x = (δrx, δry, δvx, δvy, ax, ay) where (δrx, δry) is the noise in the pedestrian’s
observed position, (δvx, δvy) is the noise in the pedestrian’s observed velocity, and
(ax, ay) is the pedestrian’s acceleration. The noise components are added to the
vehicle’s observation of each pedestrian’s position and velocity at each time step.

The disturbances are assumed to be distributed according to a multivariate
Gaussian distribution with zero mean and diagonal covariance matrix. The diagonal
components of covariance are σ2

r = 0.1 for position measurement noise, σ2
v = 0.1 for

velocity measurement noise, σ2
lat = 0.01 over the pedestrian’s lateral acceleration,

and σ2
lon = 0.1 over the pedestrian’s longitudinal acceleration. These values are

chosen to reflect relatively small sensor noise, and that the pedestrian is less likely
to accelerate longitudinally while crossing the street.

Failures of this scenario are defined by any collision between the pedestrian and
vehicle. The distance to failure is the minimum Euclidean distance between the
vehicle and the pedestrian. We sample 20,000 samples for each method, with 20

MCMC chains and 1,000 samples per chain.

4.4.3 Partially Observable Lunar lander

The final validation problem is a simulation of a lunar lander with partially observed
state information. The objective of the lunar lander’s policy is to guide the vehicle
in a target area with a soft landing. The vehicle state is represented by the 6-tuple
(x, y, θ, ẋ, ẏ, θ̇), where x is the horizontal position, y is the vertical position, and θ

is the vehicle’s orientation. The vehicle’s dynamics are deterministic. The vehicle
makes noisy observations of its angular rate ω, horizontal speed v, and above
ground level altitude (AGL). AGL is a noisy measurement of the distance from
the vehicle’s center of mass to the ground along the vehicle’s longitudinal axis. The
continuous actions are defined by (T, Fx, d) where T is the main thrust acting along
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Figure 4.3: Illustration of the lunar lander system.

the longitudinal axis, Fx is lateral corrective thrust acting at an offset of d from the
center of mass. The lander is illustrated in Figure 4.3.

We optimize a control policy by considering a discrete, fully observable version of
the continuous, partially observable problem. We use approximate value iteration to
solve for a table-based policy in the discrete problem. Next, we create a differentiable
representation of the table-based policy by performing behavior cloning with a
neural network approximator. The network is trained to minimize the mean squared
error between the continuous output and the table-based action.

We assume that observation noise is identically and independently distributed at
each time step according to a zero-mean Gaussian with a diagonal covariance matrix.
We use σ2

ω = 0.02, σ2
v = 0.1, and σ2

AGL = 1.0. An extended Kalman filter maintains a
multivariate Gaussian belief over the true state in the partially observable problem.
The policy uses the mean to calculate an action.

Our approach samples sequences of observation noise that lead to a hard land-
ing, defined as the landing velocity being greater than 6 m s−1. Empirically, we
discovered the lunar lander contained multiple isolated failure modes. We select
initial conditions for the MCMC samplers by performing black-box optimization of
the probabilistic model’s posterior density. We sample 30 MCMC chains with 1,000

samples each to explore the different failure modes.
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Figure 4.4: Failure trajectories for the inverted pendulum with HMC and baseline
black-box methods. HMC discovers many likely failures in the positive and negative
directions. Greater opacity reflects a higher likelihood failure.

4.5 Results

This section presents experimental results for each validation problem. Probabilistic
models of each system were written using Turing and sampled using the HMC-
NUTS implementation provided by [58]. Gradientswere computed using the Zygote
[62] AD framework. Experiments were ran in serial on a desktop with 32GB of
RAM and an Intel i7-7700K CPU.

Section 4.5 shows the failure rate, failure trajectory log-likelihood, sampling
time per failure, and mean dispersion for each sampling method and validation
setting. The proposed approach consistently outperforms baselines in terms of
failure rate. The gradient-based HMC is able to consistently sample from the high-
dimensional failure region, while PG and MC samplers struggle. Additionally, the
results suggest that HMC consistently samples from the high-likelihood failure
region. The computational cost of computing gradients through the state trajectories
is outweighed by the increase in sampling performance. HMC samples failures
5–10 times faster in wall clock time compared to baselines. Failures sampled using
HMC also cover a significantly greater portion of the disturbance trajectory space
across all experiments. Greater disturbance space coverage generally corresponds
to a more diverse set of failures being sampled.
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Table 4.1: Results for the inverted pendulum (IP), autonomous vehicle scenario
(AV), and partially observable lunar lander (POL). Failure rate, trajectory mean
and maximum log-likelihood (LL), sampling time per failure, mean dispersion
Cdisp, and total sampling time in minutes are reported for each algorithm. HMC
outperforms black-box baselines in terms of failure rate, sampling time per failure,
and disturbance-space coverage.

Method Failure Rate Mean LL Max. LL Failures Cdisp Time

IP

HMC 9.8× 10−1 −24.66± 9.59 −8.18 8.0 7.5× 10−1 22
PG 2.0× 10−4 −21.42± 0.15 −19.89 1.1× 10−3 2.1× 10−4 27
MC 3.0× 10−3 −18.44± 2.97 −13.81 1.2 2.4× 10−2 2

AV

HMC 7.8× 10−1 −2.01± 20.00 0.53 7.8 2.0× 10−2 40
PG 1.7× 10−1 −0.71± 0.48 0.11 6.5× 10−3 1.0× 10−5 40
MC 5.0× 10−4 −12.05± 0.06 −12.35 8.5× 10−1 1.0× 10−9 3

PO
L HMC 1.6× 10−1 1.68± 1.69 3.19 4.1× 10−1 2.1× 10−1 375

PG 2.4× 10−4 1.80± 0.21 2.12 3.3× 10−5 3.2× 10−3 810
MC 3.0× 10−5 2.34± 1.09 2.61 1.7× 10−1 1.5× 10−5 13

Inverted pendulum. Figure 4.4 shows failures sampled using the HMC and baseline
methods. The number of failure trajectories for HMC is downsampled for clarity.
HMC finds a more diverse set of failure modes compared to PG and MC, with many
failures in the positive- and negative- θ direction. The failures found by HMC span
a wide range of trajectory lengths and failure modes. HMC uses the gradient of
the trajectory with respect to both the pendulum dynamics and the neural network
controller, enabling much broader coverage of the failure distribution than the
black-box baselines.

HMC samples cover the disturbance space well and uncover asymmetric failure
modes. The most likely failure trajectories found with each method lead to the
pendulum falling in the negative-θ direction. HMC failure samples indicate that
the neural network controller exhibits different failure modes in the positive- and
negative-θ directions. Positive-θ failures have a lower mean log-likelihood of −28.1,
while negative-θ failures have a mean of −17.4. The pendulum tends to fall more
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Figure 4.5: Pedestrian trajectories resulting in collision for the autonomous vehicle
scenario with HMC and baseline methods. HMC samples failures with a mixture
of high sensor noise and lateral motion. Baseline methods only sample from the
sensor noise failure mode. Greater opacity reflects a higher likelihood failure.

directly in the negative direction, while some failures in the positive direction hesitate
before falling. This may indicate that this particular neural network controller
learned using PPO is more robust to disturbances in the positive-θ direction than in
the negative-θ direction.

AV scenario. Sampled pedestrian trajectories that result in a collision are shown
in Figure 4.5. The HMC samples are subsampled to 500 trajectories for clarity. All
trajectories end at the time of collision. HMC finds a wide variety of failure modes
in terms of the pedestrian’s trajectory while the baselines focus on a single mode.

The more likely failure modes involve little change in the acceleration of the
pedestrian. These failure trajectories are concentrated towards the y-axis, and in-
troduce sensor noise to cause the AV to incorrectly estimate the relative distance or
velocity to the pedestrian. Other failure modes involve accelerations of the pedes-
trian in the negative-x direction. Baseline methods were unable to sample from
these modes. In extreme cases, the AV comes to a complete stop in front of the
crosswalk and the pedestrian walks into the vehicle. This failure mode has been
observed in previous work [67], [68]. While this pedestrian-induced failure might
not be crucial to the safety of the AV policy, it highlights important questions for
system designers such as accident blame and scenario construction.
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Figure 4.6: Failure trajectories for the lunar lander in altitude y and vertical velocity
ẏ with HMC and baseline methods. Greater opacity reflects a higher likelihood.

Lunar lander. Failure trajectories for the lunar lander are shown in Figure 4.6. The
failure region is indicated by the red shaded rectangle. In the most likely failure
mode, there is relatively small noise during the initial segment of the descent. A
small amount of noise is added to the AGL measurement in the negative direction,
making the lander believe that it is slightly closer to the ground than it really is.
Next, a larger amount of noise is added to AGL in the positive direction, preventing
the lander from increasing thrust in a critical moment. This highlights the ability of
the proposed approach to find failures in non-Markov systems. The model-based
approach is able to find diverse-likely failures by computing gradients through
sequences of observations to find belief states that lead to failure.

4.6 Discussion

In this chapter, we proposed a general framework for failure sampling in autonomous
systems. The framework poses the failure sampling problem as probabilistic in-
ference of the distribution over failures trajectories. We show how to represent
the failure distribution for any system under test in a probabilistic programming
language. Additionally, the probabilistic program allows us to easily take advantage
of system-specific structure, such as the use of automatic differentiation to compute
gradients of the posterior density. A wide variety of inference algorithms may be
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used together with the probabilistic program to sample from the failure distribution.
We demonstrate the proposed approach on three validation problems using both
black-box and gradient-based sampling methods.

One of the key ideas of this work is to decouple the problem of failure sampling
from the solution. By framing the problem as probabilistic inference, we open the
door of general-purpose Bayesian inference algorithms to safety validation problems.
Under this framework, engineers ”plug and play” sampling algorithms into safety
validation and choose methods according to the problem at hand. Additionally,
as methods for Bayesian inference continue to improve, the proposed approach
will benefit from these advances. There are already many promising methods for
Bayesian inference that could be applied to safety validation problems, such as
variational inference [69] and Stein-variational gradient descent [70]. We leave the
exploration of these methods to future work.

In the next chapter, we present a method for black-box failure sampling in high-
dimensional problems. As demonstrated in this chapter, black-box (gradient-free)
methods often struggle to scale to very high-dimensional problems. In industry
applications, it may not always be possible to compute gradient information. Next,
we present an algorithm for black-box failure sampling that uses a deep generative
model to sample from the distribution over failures.



5 Failure Sampling using Generative Models

In this chapter, we develop a method for approximately sampling from the distribu-
tion over failure trajectories in black-box systems, where the validation algorithm
is limited to observing input-output behavior. To address the challenges of scaling
failure sampling to complex, high-dimensional black-box problems, we propose an
algorithm that adaptively trains a diffusion model to match the distribution over
disturbance trajectories. First, we provide some background on diffusion models,
and describe our adaptive training algorithm. Next, we demonstrate the approach
that we call Diffusion-based Failure Sampling (DiFS) on a set of validation prob-
lems, comparing it to two baselines. We show that DiFS outperforms baselines in
terms of sample efficiency, failure diversity, and mode coverage. Our results suggest
that diffusion models can be an effective tool for sampling failure trajectories in
high-dimensional, black-box systems.

5.1 Motivation

In real-world development of autonomous systems, the system or simulator often
contain many diverse components, and may rely on complex machine learning mod-
els. Traditional validation methods often assume access to a complete mathematical
model of the system under test [15]. These methods scale poorly to large, complex
systems. It may be extremely difficult to obtain any internal knowledge about a sim-
ulator or system under test like gradients that would facilitate validation. Instead,
we only have access to input-output behavior of the system. This is known as a
black-box setting. In this work, we focus on the problem of validating safety-critical

50
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autonomous systems in a black-box setting. Black-box approaches tend to scale well,
since they only require the ability to simulate the system under test.

Sampling failures in black-box safety-critical autonomous systems is challenging
for several reasons. First, the search space is high-dimensional due to the large
state spaces and long trajectories over which autonomous systems operate. Second,
failures tend to be rare because systems are typically designed to be relatively safe.
Direct Monte Carlo sampling may require an enormous number of samples to
discover rare failures. Third, autonomous systems can exhibit multiple potential
failure modes that may be difficult to uncover.

Previous work in black-box validation generally frames the problem as optimiza-
tion, where the objective is to find an input disturbance to the system that leads to
system failure. Black-box approaches rely on classical gradient-free optimization
[14], [53] and path planning [54]. An approach called adaptive stress testing (AST)
[71] outputs disturbances that are likely to lead to a system failure. The main draw-
back of these algorithms is that they tend to converge to a single failure mode. See
the survey by Corso et al. [13] for more on black-box safety validation algorithms.

There are parametric and non-parametric approaches to sampling the failure dis-
tribution. Parametric methods such as the cross-entropy method (CEM) [23], [30]
iteratively update a parametric family towards the failure distribution. However, the
choice of parametric family may limit performance in complex, high-dimensional
distributions. Non-parametric methods like adaptive multilevel splitting (AMS)
[32], [33] use Markov chain Monte Carlo (MCMC) to iteratively bring a set of
particles towards the failure distribution. However, black-box MCMC-based meth-
ods struggle to scale to high-dimensional validation problems as demonstrated in
Chapter 4. Our aim is to address these limitations by training a diffusion model to
sample the failure distribution.

Recent validation methods have found success by incorporating generative mod-
els in various safety validation algorithms. For example, normalizing flows have
been used to perform more efficient gradient-based sampling of the failure distribu-
tion [25]. A different approach fits a normalizing flow to a smooth approximation
of the distribution over failures and draws samples from the trained flow [72]. The
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drawback of these methods is that both require a differentiable simulation, which
may not be available. Generative adversarial networks have also been used to falsify
signal-temporal logic expressions [73]. This technique targets single failure modes,
and does not account for the distribution over failures.

Diffusion models are a class of generative model that generate samples by learn-
ing to reverse an iterative data noising process [74], [75]. These models have
demonstrated success in modeling high-dimensional, multimodal distributions
in applications such as image generation and robot motion planning [76], [77],
[78], [79]. Based on these results, we explore using diffusion models to learn a
distribution over disturbances that lead to failure in safety-critical systems.

This work aims to enable efficient black-box sampling of the distribution over fail-
ure trajectories in autonomous systems. Our method generates system disturbances
using a denoising diffusion model conditioned on a desired system robustness. We
propose an adaptive training algorithm that updates the proposal distribution based
on a lower-quantile of the sampled data, meaning that the proposal progressively
moves samples towards the failure region. We evaluate the proposed approach on
five validation problems ranging from a simple two-dimensional example to a com-
plex 1200-dimensional aircraft ground collision avoidance autopilot. We compare
our method with two baselines using metrics that assess the fidelity and diversity of
failure samples. Our results show that our method outperforms baseline methods in
modeling high-dimensional, multimodal failure distributions. Figure 5.1 illustrates
the performance of the method compared to baselines on a toy problem. Our code
is available on GitHub.1 Our contributions are as follows:

• We model the distribution over failure trajectories in autonomous systems
using a robustness-conditioned diffusion model.

• We propose Diffusion-based Failure Sampling (DiFS), a training algorithm
that gradually trains a diffusion to sample the failure distribution.

• We evaluate DiFS on four challenging validation problems, demonstrating
superior failure fidelity and diversity with respect to Monte Carlo samples.

1https://github.com/sisl/DiFS

https://github.com/sisl/DiFS
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Figure 5.1: Illustration of the proposed method compared to baselines on a toy
problem. The diffusion model learns to generate failure samples that are more
similar to the true failure distribution compared to baselines.
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5.2 Diffusion Models

In this section, we present some background information on diffusion models neces-
sary for understanding our contribution. Denoising diffusion probabilistic models
are a class of generative model that have shown remarkable success in modeling
complex, high-dimensional distributions across various domains including image
generation and robotic planning. At a high level, diffusion models learn to produce
data samples that look very similar to those from a data distribution. The key idea
behind diffusion models is to gradually add noise to data according to a fixed sched-
ule and then learn to reverse this process to generate new samples. This approach
provides a principled way to model complicated distributions while maintaining
stable training dynamics.

The training of diffusion models involves learning a parameterized function that
can reverse the forward diffusion process. In the forward process, a data sample is
incrementally perturbed with Gaussian noise. Given a dataset of real samples x0,
the forward process produces noisy samples according to

q(xk | xk−1) = N
(

xk |
√

1− βk xk−1, βkI
)

(5.1)

where βk controls the noise magnitude at each step. The variance schedule is
designed such that 0 < β1 < β2 < . . . < βK. As k increases, the sample becomes
nearly indistinguishable from noise.

The reverse process aims to recover the original data distribution by iteratively
denoising. This reverse process is modeled as:

pθ(xk−1 | xk) = N
(

xk−1 | µθ(xk, k), βkI
)

(5.2)

with θ representing the learned parameters. Starting from a sample drawn from a
standard Gaussian distribution, the model gradually refines it to generate data that
resembles the target distribution.
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Training involves matching the learned reverse process to the true reverse dy-
namics, typically by minimizing the error between the predicted and the actual
added noise. A common approach is to reparameterize the mean of the reverse
process in terms of the noise removed at each timestep This reparameterization
takes the form

µθ(xk, k) =
1
αk

(
xk −

βk√
1− ᾱk

εθ(xk, k)
)

(5.3)

where εθ is the network predicting the noise removed at each step and αk = 1− βk.
The term ᾱk = ∏k

i=1 αi is the cumulative noise scale. Under this reparameterization,
the diffusion model can be trained using a regression-style loss that penalizes the
difference between the predicted noise and the actual noise:

L(θ) = Ek,x0,ε

[
||ε− εθ(

√
ᾱkx0 +

√
1− ᾱkε, k)||2

]
(5.4)

where ε ∼ N (0, I). After training, the model can be used to generate samples by
starting from a standard Gaussian noise sample and running the reverse process:

xK ∼ N (0, I), xk−1 = µθ(xk, k) +
√

βkεk, εk ∼ N (0, I) (5.5)

For more details on training and sampling of diffusion models, we refer the reader
to Ho et al. [74], Song et al. [75], and Song et al. [80].

5.3 Methods

In this section, we present ourmethod to approximately sample from the distribution
over failures in safety-critical systems, Diffusion-based Failure Sampling (DiFS).
First, we introduce necessary notation and formulate the distribution over failures.
Next, we describe how diffusion models may be used for validation given sufficient
failure data. Finally, we describe DiFS, which collects failure samples during training
through an adaptive training algorithm.
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5.3.1 Problem Formulation

Consider a system under test that takes actions in an environment after receiving
observations. We assume that we can evaluate the robustness of a system trajectory
ρ(τ). We define a system failure to occur when the robustness is below a given
threshold, ρ(τ) ≤ rfail.

We perturb the environment with disturbance trajectories x to induce the sys-
tem under test to violate the robustness constraint. For example, sensor noise and
stochastic dynamics are potential disturbances that could lead to failure. We de-
note the simulation of the system under test with environment disturbances by a
dynamics function f . Note that f represents the dynamics of both the system under
test and the environment. We assume that disturbances determine all sources of
stochasticity in the environment. Therefore, the resulting system trajectory under
disturbances is written as τ = f (x).

Our goal is to sample disturbance trajectories that violate the robustness con-
straint, or sample from the conditional distribution

p?(x | rfail) ∝ 1{ρ( f (x)) ≤ rfail}p(x) (5.6)

where 1{·} is the indicator function.
Representing the distribution p?(x | rfail) analytically is typically intractable even

for simple autonomous systems. Sampling from this distribution is often difficult
due to the high dimensionality, rareness, and multimodality of failure trajectories
in autonomous systems. We propose to sample from this distribution by training
a denoising diffusion model to generate disturbance trajectories from the failure
distribution. Diffusion models are particularly appealing for this application due to
their success in modelling complex high-dimensional data in domains like robotic
planning, their stability during training, and their potential to compute likelihoods.
In the following subsection, we present a brief discussion of diffusion models in the
context of our failure sampling problem.
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5.3.2 Diffusion for Validation

We use a denoising diffusion probabilistic model to represent the failure distribution
[74], [81]. Let xk be the disturbance trajectory at the k-th diffusion step, with k = 0

corresponding to a disturbance trajectory from the target data distribution. The
forward diffusion process, starting from x0, is

q (x1:K | x0) =
K

∏
k=1
N

(
xk |

√
1− βkxk−1, βkI

)
(5.7)

where β1, . . . , βK is a predetermined variance schedule controlling the noise mag-
nitude at each diffusion step. As the noise accumulates, the data approximately
transforms into a unit Gaussian at the final diffusion step.

To generate disturbanceswith a desired level of robustness, we train a conditional
diffusion model. This model is trained on a dataset D = {(xm, rm)}M

m=1 containing
disturbance trajectories paired with corresponding robustness level. Starting from
sampled noise, the diffusion model gradually denoises the sample at each step. This
reverse process is

pθ (x0:K | r) = p (xK)
K

∏
k=1
N (xk−1 | µθ (xk, k, r) , βkI) (5.8)

where p (xK) = N (xK | 0, I) and θ represents the parameters of the diffusion model.
In the appendix, we perform an ablation that shows that conditioning the model
significantly improves generalization compared to an unconditional model.

5.3.3 Adaptive Training

Inspired by adaptive methods such as CEM and AMS, we propose an iterative
algorithm that adaptively selects the robustness threshold ri during training. The
algorithm has two key features. First, the algorithm collects information about
the conditional distribution by sampling trajectories with robustness levels from
the current ri to the target. Next, we assess how good the model is by evaluating
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the true robustness associated with each sample, and adaptively update the target
robustness threshold. These features balance between collecting information about
the target distribution and improving model performance.

Initially, the diffusion model is trained on samples from p(x) so that the distri-
bution is close to the disturbance model. At each iteration, the algorithm performs
four main steps consisting of sampling disturbances, evaluating their robustness
level, updating the robustness threshold, and training the diffusion model.

To sample disturbances from the model, we need to choose an input desired
robustness level. One option would be to use the failure robustness level rfail. How-
ever, this may lead to poor performance if there is limited data near rfail. Instead,
we sample conditioning robustness values uniformly between the current robust-
ness threshold and the target, cn ∼ U [rfail, ri]. By uniformly sampling the input
conditions, we aim to balance generating samples close to failure when the model
can accurately represent the target distribution with collecting new disturbance
data in unexplored regions. Disturbances are sampled from the diffusion model
according to xn ∼ pθi(x | cn), and we evaluate the robustness rn of each sampled
xn. We compute the updated robustness threshold ri+1 according to the bottom α

quantile of sampled robustness values. This ensures that a minimum fraction α of
the samples have at most a robustness level ri+1.

Since our objective is to model a distribution conditioned on the desired ro-
bustness level, we maintain a running dataset of collected samples rather than only
training on the newly sampled data as in CEM. After updating the robustness thresh-
old, we append all samples to the dataset. For training the next iteration of the
diffusionmodel, we only use samples with a robustness of r ≤ ri. We do this to focus
the training effort towards the areas of decreasing robustness that we ultimately
wish to sample from. Finally, we train the diffusion model on this updated dataset.
We call this algorithm Diffusion-based Failure Sampling, (DiFS). DiFS as described
here is outlined in algorithm 5.1.
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Algorithm 5.1 Diffusion-based Failure Sampling (DiFS)
Require: simulator f (·), robustness ρ(·), failure robustness rfail

Require: initial denoising diffusion model pθ0(x | r)

Require: prior disturbance model p(x), quantile threshold α

1: function DiFS( f , ρ, rfail, α, pθ(x | r), p(x))

2: i← 0

3: sample {xn ∼ p(x)}N
n=1

4: evaluate robustness {r ← ρ( f (xn))}N
n=1

5: compute rα ← quantile(α, {rn}N
n=1)

6: compute ri ← maximum(rfail, rα)

7: D ← {(xn, rn)}N
n=1

8: θi ← Train(θ0,D)
9: while ri > rfail

10: sample robustness conditions {cn ∼ U [rfail, ri])}N
j=1

11: sample disturbances {xn ∼ pθi(x | cn)}N
n=1

12: evaluate robustness {r ← ρ( f (xn))}N
n=1

13: compute rα ← quantile(α, {rn}N
n=1)

14: compute ri+1 ← maximum(rfail, rα)

15: D ← D ∪ {(xn, rn)}N
n=1

16: θi+1 ← Train(θi, {(x, r) ∈ D | r ≤ ri})
17: i← i + 1

18: return θi

5.3.4 Implementation

For this work, we use a diffusion model based on Nichol et al. [81]. We use a simple
Unet neural network for εθ with the 2-D convolutional layers replaced with 1-D
convolutional layers for time signals. We condition the network by concatenating
the desired robustness to the network input. We use a cosine noise schedule for βk

with K = 1000 steps. We train the model using the Adam optimizer with a learning
rate of 10−4 and a batch size of 64. We train the model for 100 epochs.
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5.4 Experiments

This section covers the experimental setup used to evaluate the proposed approach.
First, we discuss validation problems. Next, we discuss baselines, metrics, and
experimental setup.

5.4.1 Validation Problems

We demonstrate the feasibility of our diffusion-model based validation framework
using a two-dimensional toy problem and four robotics validation problems.

2D toy. The toy problem is adapted from Sinha et al. [25]. Disturbances are
sampled from a unit 2D Gaussian, and robustness is defined as ρ(x) = 3.0 −
minimum(|x0|, x1). Failure occurs when ρ(x) ≤ 0. This problem has two fail-
ure modes, corresponding to the regions where (x0 ≤ −3, x1 ≥ 3) and where
(x0 ≥ 3, x1 ≥ 3).

Pendulum. We consider an underactuated, inverted pendulum environment from
Gymnasium1 that is stabilized by a PD-controller subject to input torque distur-
bances. We assume that the torque perturbations at each time step are distributed
according toN (0, 0.5I), and limit the trajectories to 100 time steps. Trajectory robust-
ness is defined as the maximum absolute deflection of the pendulum from vertical,
and we define failures to occur when the absolute deflection exceeds 30 deg from
vertical. The system has two failure modes where the pendulum can fall left or right.

Lunar lander We validate a heuristic control policy for the continuous LunarLander
environment from Gymnasium. In this problem, the agent controls a lunar lander
on final descent to gently land at a goal location. The state of the environment
is represented by an eight-tuple (x, y, θ, ẋ, ẏ, θ̇, leg1leg2) where x is the horizontal
position, y is the vertical position and θ is the orientation of the lander. Additionally,

1https://github.com/Farama-Foundation/Gymnasium

https://github.com/Farama-Foundation/Gymnasium
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leg1 and leg2 represent are binary indicators of whether the first and second landing
legs, respectively, are in contact with the ground. The control policy can fire a main
thruster that applies longitudinal force smaller engines that control the angular rate.
The control policy is shown in algorithm 5.2. The heuristic policy first computes
a target angle and altitude based based on the current state, and applies control
actions to minimize the error between the target and current state.

We add noise to the lander’s observations of its horizontal position and ori-
entation over 200 time steps, giving this problem 400 dimensions. Disturbances
for position and orientation are zero-mean Gaussians with a variance of 0.31. We
define failure to occur when the lander touches down outside of the landing pad.
The landing pad is 0.25 units wide and centered at x = 0, y = 0. The trajectory
robustness corresponds to the distance between the center of the lander to the edge
of the landing pad at the end of the horizon.

Algorithm 5.2 Heuristic Lunar Lander Policy
1: procedure LanderHeuristicPolicy(x, y, ẋ, ẏ, θ, θ̇, leg1, leg2)
2: θtarg ← 0.5x + ẋ . Compute target angle
3: θtarg ← clamp(θtarg, −0.4, 0.4) . Clamp between -0.4 and 0.4 radians
4: htarg ← 0.55|x| . Compute target altitude
5: θerr ← 0.5(θtarg − θ)− θ̇ . Compute error
6: herr ← 0.5(htarg − y)− 0.5ẏ
7: if leg1 or leg2 . If any leg has contact
8: θerr ← 0
9: herr ← −0.5ẏ

10: a← [20herr − 1, −20θerr] . Compute longitudinal and lateral actions
11: a← clamp(a, −1, 1)
12: return a

F-16 Ground Collision Avoidance. Finally, we validate an automated ground collision
avoidance system (GCAS) for the F-16 aircraft. We add disturbances to observations
of orientation and angular velocity. The aircraft starts at an altitude of 600 ft, pitched
down 30 deg, and is rolled 20 deg. We noise the 6 observations for 200 time steps,
giving this problem 1200 dimensions.
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5.4.2 Baselines

We compare DiFS against two baseline validation techniques. First, we consider the
cross-entropy method with a two-component Gaussian mixture model proposal
(CEM-2). CEM-2 iteratively updates the parametric proposal by minimizing the
KL divergence to the failure distribution [37]. Finally, we also consider adaptive
stress testing (AST), which is a validation algorithm for sequential systems that
frames validation as a Markov decision process (MDP) [26]. At each time step,
the agent observes the system state and chooses an input disturbance. We solve
the MDP using the proximal policy optimization reinforcement learning algorithm
implemented in the stable-baselines library.2

5.4.3 Metrics

We quantitatively evaluate the samples of state trajectories generated by DiFS and
the baselines after training using failure sample density, coverage, and failure rate
metrics. The density and coverage metrics of Naeem et al. [82] evaluate failure
sample similarity to the true failure distribution, while the failure rate evaluates
sample efficiency.

Density. The sample density metric, denoted Dτ, measures the fraction of ground-
truth sample neighborhoods that include the generated samples. Neighborhoods
are defined by the k-nearest neighbors. Density is unbounded and may be greater
than 1 if the true samples are densely clustered around the generated samples. Given
M generated samples {yj}M

j=1 and N ground-truth samples {xi}N
i=1, the density is

computed as

Dτ =
1

kM

M

∑
j=1

N

∑
i=1

1{yj ∈ B (xi, NNDk (xi))} (5.9)

where k is the number of nearest neighbors for the nearest neighbor distance (NND)
computation, and B(x, r) is the ball of radius r centered at x. Intuitively, density

2https://github.com/DLR-RM/stable-baselines3

https://github.com/DLR-RM/stable-baselines3
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measures how well the spatial density of generated system trajectories matches
those from the ground-truth samples collected using Monte Carlo sampling. Larger
density values closer to 1 indicate better performance.

Coverage. Coverage, denoted by Cτ, measures the fraction of true samples whose
neighborhoods contain at least one generated sample. Coverage is bounded between
0 and 1, with 1 being perfect coverage. The density is computed as:

Cτ =
1
N

N

∑
i=1

1{∃j s.t. yj ∈ B (xi, NNDk (xi))} (5.10)

Intuitively, coverage measures how well the generated samples cover the different
modes of the true failure distribution. Larger coverage values closer to 1 indicate
better mode coverage.

Failure rate. The failure rate Rfail is the proportion of samples drawn after result in
failure after training. While density and coverage measure how well the sampled
failures match the true distribution, it is also important to avoid wasting time eval-
uating safe samples. A failure rate of 1 means that all generated samples result in
failure, indicating high efficiency.

5.4.4 Experimental Procedure

All experiments were performed on a machine with a single GPU with 11 GB of
GPU memory. Training hyperparameters used for DiFS are shown in Table 5.1. Due
to computational constraints, a full hyperparameter search is infeasible. However,
empirically we find that experiments with the more challenging environments (i.e.,
lander and F-16) benefit from from a larger sample budget and smaller α. All
methods use the same number of simulations across 5 random seeds.

Density and coverage metrics require ground-truth samples. For each problem,
we collect 1000 ground-truth samples from the failure distribution using Monte
Carlo sampling. We evaluate coverage and density using 1000 failure samples from
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Table 5.1: Training hyperparameters for DiFS.
Hyperparameter Toy Pendulum Lander F-16

Sample budget 50,000 50,000 100,000 100,000
Samples / iter. 10,000 10,000 10,000 10,000
Train steps / iter. 10,000 10,000 20,000 20,000
α 0.5 0.5 0.5 0.3

Table 5.2: Results of Monte Carlo sampling for each problem.
Samples Failure Probability Estimate Sampling Time (days)

Toy 1× 107 3.5× 10−5 0.0
Pendulum 2× 107 2.1× 10−4 3.5
Lander 2× 109 5.6× 10−7 520
F-16 1× 107 1.1× 10−4 4.7
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Figure 5.2: Samples from the true failure distribution and each method for the toy
2D corners problem. The failure region is outlined in black.

each method. Naeem et al. suggest a method for selecting the number of nearest
neighbors using two groups of ground-truth samples. Using this method, we select
k = 5. The failure rate Rfail is evaluated using 1000 samples.

5.5 Results

Quantitative results for all methods are shown in Table 5.3. DiFS generally outper-
forms baselines in failure rate, and also achieves a lower variance. The failure rate
of DiFS is greater than 0.66 even on high-dimensional problems with low failure
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Table 5.3: Results comparing DiFS, CEM-2, and AST across various problems.
Higher is better for all metrics except training time.

Method Dτ ↑ Cτ ↑ Rfail ↑ Time (hr)

Toy
DiFS 0.998 ± 0.012 0.980 ± 0.020 0.896 ± 0.047 0.61
CEM-2 0.636± 0.371 0.257± 0.150 0.182± 0.251 0.01
AST 0.501± 0.462 0.108± 0.067 0.868± 0.107 0.13

Pendu-
lum

DiFS 0.872 ± 0.068 0.901 ± 0.042 0.795 ± 0.091 2.93
CEM-2 0.453± 0.134 0.473± 0.004 0.599± 0.036 0.22
AST 0.578± 0.001 0.116± 0.021 0.337± 0.078 2.58

Lander
DiFS 0.653 ± 0.065 0.876 ± 0.043 0.667± 0.071 7.24
CEM-2 — — 0.0 0.74
AST 0.113± 0.082 0.031± 0.016 0.912 ± 0.065 9.22

F-16
DiFS 0.886 ± 0.031 0.981 ± 0.005 0.687 ± 0.035 7.59
CEM-2 0.742± 0.361 0.341± 0.359 0.424± 0.411 0.66
AST 0.156± 0.302 0.002± 0.003 0.410± 0.489 12.85
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Figure 5.3: Inverted pendulum deflection angle θ trajectories sampled from the true
failure distribution and sampled from each method after training. Failure occurs
when the deflection angle exceeds 30 deg.

probability such as the lander and F-16. This high sample efficiency is due to the
expressivity of the diffusion model, especially compared to the simple Gaussian
proposal of CEM. AST also achieves a high failure rate for problems like the lunar
lander because it optimizes a policy to sample a single most likely failure event.
However, this generally leads to poor approximation of the failure distribution,
which can be seen in lower density and coverage metric across all experiments.
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Figure 5.4: Lunar lander trajectories of altitude and horizontal position sampled
from the true failure distribution and sampled from each method after training.
Failure occurs when the absolute value of the horizontal position at landing exceeds
0.25, leading to two failure modes.
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Figure 5.5: F-16 aircraft altitude and pitch angle sampled from the true failure
distribution and sampled from each method after training. Failure occurs when the
aircraft collides with the ground.

DiFS outperforms baselines in terms of density and coverage metrics on all
problems, indicating that DiFS better captures the true failure distribution. The high
density values indicate that theDiFS samples have a higher fidelity than the baselines.
The coverage achieved by DiFS is consistently higher than the baseline methods,
indicating that DiFS reliably discovers multimodal failure distributions. CEM and
AST have coverage below 0.5 on multimodal problems like the toy, pendulum, and
lander, indicating that these baselines are prone to mode collapse.

We also report the mean wall-clock time for each method in Table 5.3. CEM
exhibits the fastest performance due to its efficient training process, which primarily
involves fitting a GMM. In contrast, both DiFS and AST typically require hours of
computation time since they involve training machine learning models. However,
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the increased runtime of DiFS comes with a large improvement in failure sampling,
especially when the problem is high-dimensional.

2D toy. Figure 5.2 shows the samples from each method on the 2D toy problem.
Failure samples are shown in red, while safe samples are shown in gray. The
true failure distribution is multimodal, with two modes corresponding to the two
corners of the 2D space. DiFS captures both modes, while CEM and AST only
capture one mode. The samples generated by DiFS visually match the ground truth
samples collected by MC. The multimodal nature of the failure distribution makes it
difficult for CEM and AST to sample failures, leading to lower density and coverage
metrics. We also include a video illustrating DiFS over several iterations on the 2D
toy problem.3

Inverted pendulum. Figure 5.3 compares system trajectories sampled using each
method on the inverted pendulum problem. The true failure distribution is bimodal,
with two modes corresponding to the two directions in which the pendulum can fall
over. Again, DiFS captures both of these modes, while CEM and AST methods only
capture one mode of the failure distribution. Visually, the samples generated by
DiFS match the ground truth samples well, which is reflected in the higher density
and coverage metrics.

Lunar lander. Figure 5.4 shows the results on the lunar lander problem. The trajec-
tories show the lander’s altitude versus horizontal position. The failure trajectories
in red are those that land outside of the landing pad. The true failure distribution
is multimodal, with two modes corresponding to the two sides of the landing pad.
This environment is relatively expensive to simulate. MC sampling took 520 CPU
days to collect 1000 failure samples. In contrast, DiFS learns to generate samples
from both failure modes in around 9 hours.

3https://youtu.be/3gQaHAYIkXA

https://youtu.be/3gQaHAYIkXA
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F-16 GCAS. Finally, sampled trajectories for the F-16 GCAS are shown in Figure 5.5.
In this case the failure distribution appears to be unimodal. However, DiFS still
outperforms the baselines in terms of density and coverage. The F-16 environment
is also expensive to simulate, taking 4.7 CPU days to collect 1000 failure samples
compared to 7.5 hours for DiFS.

While DiFS outperforms the baselines on all problems, the greatest differences
can be seen for high-dimensional problems with low failure probabilities. Training
the diffusion model for DiFS greatly benefits fromGPU availability, while evaluating
costly environments in parallel requires multiple CPUs. For the more computa-
tionally expensive problems like the lander and F-16, both training stages require
similar wall-times. DiFS is therefore especially useful on systems with GPU and
CPU resources.

5.6 Discussion

In this chapter, we proposed a method for failure sampling in high-dimensional
black-box autonomous systems using diffusion models. Our algorithm adaptively
trains a conditional diffusion model to approximate the failure distribution. We con-
dition the diffusion model on a desired robustness level, and train the model using
pairs of sampled disturbances and their simulated robustness. During training, we
uniformly sample robustness levels between the current and target robustness levels
to generate new disturbance trajectories from the model. We show that this training
with a conditional model efficiently learns to sample from the distribution over
failures even in very high-dimensional and multimodal problems. We demonstrate
the effectiveness of our approach on a variety of validation problems, including a
2D toy problem, an inverted pendulum, a lunar lander, and an F-16 aircraft. Our
results show that our method outperforms existing baselines in terms of failure rate,
density, and coverage metrics.

One of the key takeaways from this work is that conditional models like diffusion
models can effectively learn global information about the relationship between the
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disturbance trajectories and robustness. Crucially, they can learn the inverse relation-
ship, which is the distribution over disturbances conditioned on robustness. This is
a very difficult problem to solve using traditional methods like CEM, which only
learn local information about the failure distribution. The ability to learn this inverse
relationship creates the potential for efficient exploration of the failure distribution,
which is critical for high-dimensional problems with low failure probabilities.

In the next chapter, we transition from failure sampling to failure probability
estimation. Similar to this work, we will take a black-box approach, but assume
that we can access per-timestep state information in the simulator. This enables
us to learn a proposal distribution that builds trajectories in a sequential manner.
These state-dependent proposals prove to be very sample-efficient for estimating
the probability of failure.



6 State-dependent Importance Sampling

In this chapter, we propose a novel method for estimating the probability of failure
of autonomous systems. To address the challenges of constructing sample efficient
proposal distributions for importance sampling in long time horizons, we propose a
method that builds trajectories sequentially. First, we provide a brief background
on importance sampling for sequential systems. Next, we describe our approach,
which optimizes a state-dependent proposal distribution by minimizing the forward
KL divergence to an approximate distribution over failure trajectories. We estimate
gradients of the objective using a Markov score ascent method, which approximates
samples from the target distribution using MCMC. We demonstrate the efficacy
of our method on four validation problems including examples from autonomous
driving and aviation. Our method consistently achieves lower empirical bias and
variance in the estimated failure probability compared to baselines.

6.1 Motivation

Estimating the probability of failure for autonomous systems is a critical task in
safety validation. Estimates of the probability of failure can provide a measure of the
risk of deploying the system in a certain context. This information may be especially
useful to system designers and regulators in safety-critical domains while making
decisions about system deployment. Additionally, estimating the probability of
failure also encompasses other important safety validation tasks like falsification
and failure sampling, which can help identify weaknesses in the system and uncover
potentially dangerous scenarios.

70
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There are three key challenges associated with estimating the probability of
failure in sequential autonomous systems. First, failures tend to be rare when the
system is designed to be safe. Estimating the probability of failure using simple
methods like Monte Carlo sampling may require an enormous number of expensive
simulations. Second, the search space over failure events is very high-dimensional
because autonomous systems operate over large state spaces and long time horizons.
Third, autonomous systems can exhibit multimodal failures, requiring validation
techniques that can adequately capture diverse behaviors.

Three common techniques for failure probability estimation are SequentialMonte
Carlo (SMC) [83], multilevel splitting [32], and importance sampling [84]. SMCand
splitting methods typically rely on Markov chain Monte Carlo (MCMC) methods
to directly sample many failure trajectories which are then used to estimate the
failure probability. These approaches may require domain knowledge to perform
well [33], [85] or may require the system under test to be differentiable to scale to
larger problems [25]. In contrast, our method uses MCMC only to help optimize
our proposal distribution through Markov score ascent, rather than for generating
samples for estimation. This key distinction allows our approach to avoid the
scalability limitations of direct MCMC sampling.

Adaptive Importance Sampling (AIS) methods iteratively improve a proposal
distribution, often by minimizing the KL divergence between the proposal and the
true failure distribution [86], [87]. Existing AIS methods face challenges with long
time horizons, because they typically model only a small set of input parameters
using simple exponential family proposals [88], making them intractable for se-
quential problems. Our approach addresses these challenges by decomposing the
high-dimensional sampling problem using a sequential state-dependent proposal
distribution. Importance sampling algorithms have been extended to sequential
problems by incorporating dynamic programming, but this approach is limited to
small discrete state spaces [43]. Recent work also builds on policy gradient methods
for AIS, but face challenges in scaling due to high variance gradient estimates. [89].
In this work, we propose an AIS algorithm for sequential problems with continuous
state spaces and long horizons that overcomes these limitations by optimizing a
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flexible state-dependent proposal distribution usingMarkov score ascent to estimate
lower-variance objective gradients.

In thiswork, we aim to enable efficient failure probability estimation for black-box
sequential systems through importance sampling. Inspired by previous work, we
decompose the high-dimensional sampling problem over system trajectories using
a sequential state-dependent proposal distribution. We optimize the proposal by
minimizing the forward Kullback–Leibler (KL) divergence between the sequential
proposal and an approximate distribution over failure trajectories. We estimate
gradients of the objective using a Markov score ascent method [90], [91], which
approximates samples from the target distribution using MCMC. In addition to
optimizing the proposal, the algorithmuses these samples to compute an importance
sampling estimate of the probability of failure. The impact of our approach is
illustrated in Figure 6.1. In summary, our contributions are as follows:

• We propose a sequential state-based importance sampling proposal for failure
probability estimation of autonomous systems.

• We optimize the proposal by minimizing the forward KL divergence to a
tractable approximation of the optimal importance sampling distribution.

• We demonstrate that the proposed approach achieves more accurate estimates
of the probability of failure compared to baselines on four sample problems.

6.2 Preliminaries

In this section, we provide necessary background on safety validation for sequential
autonomous systems, failure probability estimation, and importance sampling.

6.2.1 Safety Validation for Sequential Systems

In safety validation, we search for failure events by controlling sources of randomness
in the state transitions, observations, and system under test. We use disturbances,
denoted by x, to control sources of randomness. We assume disturbances are
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Figure 6.1: Comparison of the proposed approach and Monte Carlo (MC) sampling
for estimating failure probabilities in an inverted pendulum with a rule-based
controller under torque disturbances. Failures occur when the magnitude of the
pendulum’s angle from the vertical exceeds a threshold. The left figure shows the
estimated failure probability using our method during training compared to MC.
Our method is more accurate with fewer samples than MC. The middle two figures
compare 200 pendulum angle trajectories over time using samples from MC and
from ours after training. Our method discovers failure trajectories (red) across
modes, while all MC samples are safe (blue). The two right figures show torque
disturbances applied at each state in the sampled trajectories. Our method learns
to add positive torque disturbances for positive angles (left from vertical) and vice
versa, enabling efficient sampling for failure probability estimation.
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continuous values in the space X ⊆ RDx where Dx ∈ N is the dimension of the
disturbance space. Given a state st and disturbance xt at time t, we can simulate the
next timestep t + 1 according to

ot ∼ O(· | st, xt), at ∼ π(· | o1:t, xt), st+1 ∼ T(· | st, at, xt) (6.1)

where different components of the disturbance xt may be applied to the observation,
system under test, and transition. Given a set of disturbances up to horizon d, we
can simulate the system under test with disturbances to compute a system trajectory
τ = (s1, a1, o1, x1, . . . , sd, ad, od, xd).

We assume that disturbances are sampled according to a distribution that may
depend on the current system state D(x | s). The disturbance distribution reflects
how likely different disturbances are to occur in the real operating environment, and
is typically designed using real-world data or expert knowledge. This formulation
could also consider disturbances that depend on observations and actions, but we
focus only on state-dependent disturbances for simplicity. Using the disturbance
distribution, we can define a distribution over system trajectories

p(τ) = p(s1)
d

∏
t=1

T(st+1 | st, at, xt)O(ot | st, xt)π(at | o1:t, xt)D(xt | st) (6.2)

where p(s1) is the initial state distribution. We denote this the nominal trajectory
distribution since it represents the anticipated trajectory distribution in operation.
Note that under this formulation, we do not necessarily assume that disturbances
directly control all sources of randomness in the simulation. Instead, we allow some
sources of randomness to be controlled by the system itself, such as the policy π or
initial state distribution.

We evaluate the safety of system trajectories using an evaluation function ρ(τ) ∈
R. When ρ(τ) is less than a failure threshold γ, we say that the trajectory is a failure
event, with lower values indicating greater proximity to failure. We can express the
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distribution over all failure trajectories as the conditional distribution

p(τ | ρ(τ) ≤ γ) =
p(τ)1{ρ(τ) ≤ γ}∫

p(τ′)1{ρ(τ′) ≤ γ}dτ′
(6.3)

where 1{·} is the indicator function and the denominator integrates over all tra-
jectories. The denominator is the total probability of failure. Due to the high
dimensionality of trajectories and the complexity of autonomous systems, exact
computation of this quantity is intractable. Instead, we rely on black-box evaluations
of the system to estimate this probability.

6.2.2 Failure Probability Estimation

Failure probability estimation is the problem of estimating the denominator of
Equation (6.3), or the expected value:

Pfail = Ep(τ) [1{ρ(τ) ≤ γ}] (6.4)

A simple approach to estimate Pfail is using Monte Carlo (MC) sampling, which
uses N independent samples from p(τ) to compute the empirical estimate

P̂MC
fail =

1
N

N

∑
i=1

1{ρ(τi) ≤ γ} (6.5)

For very rare failures (e.g. Pfail ≈ 10−9), standard Monte Carlo may require billions
of samples, making direct estimation infeasible for complex systems.

6.2.3 Importance Sampling

Importance sampling can reduce the variance of failure probability estimates by fo-
cusing samples on regions of interest. IS draws samples from a proposal distribution
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q(τ), and computes an estimate

P̂IS
fail =

1
N

N

∑
i=1

w(τi)1{ρ(τi) ≤ γ} (6.6)

where the samples are weighted according to their importance weight w(τ) =

p(τ)/q(τ). The minimum variance importance sampling distribution is the failure
distribution itself, meaning that samples are only drawn from the failure region with
likelihood proportional to p(τ). The estimator is unbiased if q(τ) > 0 whenever
1{ρ(τi) ≤ γ}p(τ) > 0.

The key challenge of importance sampling is designing a good proposal dis-
tribution. The variance of the estimator increases roughly exponentially with the
problem dimension, but it can be reduced by a well-designed proposal distribution.
However, modeling the complex Dxd-dimensional trajectory distributions following
previous IS approaches is extremely difficult.

6.3 Methods

Next, we introduce our method for failure probability estimation in sequential
systems. We propose a sequential state-based IS proposal, discuss proposal opti-
mization, and detail our algorithm.

6.3.1 Sequential Proposal Distribution

To address the challenges of fitting a complex, high-dimensional proposal distribu-
tion, we decompose the problem using a proposal applied at each timestep. Since
the system behavior and disturbance distribution may depend on the system state,
we condition the distribution on the current state. These proposals take the form
qθ(x | s) with parameters θ. We can draw samples from qθ(τ) by sampling an initial
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state s1 ∼ p(s1) and simulating each timestep:

xt ∼ qθ(· | st), ot ∼ O(· | st, xt), at ∼ π(· | o1:t, xt), st+1 ∼ T(· | st, at, xt)

(6.7)
System trajectories sampled using the proposal qθ(x | s) have the density:

qθ(τ) = p(s1)
d

∏
t=1

T(st+1 | st, at, xt)O(ot | st, xt)π(at | o1:t, xt)qθ(xt | st) (6.8)

In computing the importance weight as the ratio of Equation (6.2) to Equation (6.8),
all terms cancel except the disturbance distribution and the proposal. The impor-
tance weight reduces to:

w(τ) =
d

∏
t=1

D(xt | st)

qθ(xt | st)
(6.9)

This formulation reduces the problem of learning a proposal over full disturbance
trajectories to learning a proposal over a single timestep given the current state.
However, obtaining a reliable IS estimate of the failure probability still requires
careful design of this proposal.

6.3.2 Proposal Optimization

The optimal importance sampling distribution is known to be proportional to the
true distribution over failure trajectories. Therefore, we propose to learn the proposal
parameters by minimizing the forward KL divergence between the proposal and
the failure distribution:

θ∗ = arg min
θ

DKL (p (τ | ρ(τ) ≤ γ) || qθ (τ)) (6.10)

Minimizing the forward KL divergence is desirable for importance sampling because
its mass covering properties help ensure the IS estimator remains unbiased [84].
This objective is equivalent up to a constant of proportionality to minimizing the
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cross-entropy:
min

θ
L(θ) = min

θ
Ep(τ|ρ(τ)≤γ) [− log qθ(τ)] (6.11)

However, this formulation creates a chicken-and-egg problem, since our goal is to
approximate p(τ | ρ(τ) ≤ γ) with qθ(τ), but the cross-entropy objective involves
an expectation over this same distribution. A common approach optimizes an IS
estimate of the expectation. Unfortunately, the variance of the IS estimate increases
rapidlywith problemdimension, making optimization very difficult especiallywhen
the proposal is far from the target.

Building on previous work in variational Bayesian inference, we optimize the
objective in Equation (6.11) using Markov score ascent methods [90], [91]. Markov
score ascent methods can achieve much lower variance estimates of the objective.
The key idea of Markov score ascent methods is to estimate the cross-entropy using
samples from anMCMC kernel that is ergodic with respect to the target distribution.
The kernel is chosen to directly use the approximation of the target distribution
qθ(τ). With repeated application of the kernel, the samples will be approximately
distributed according to the target. Given N trajectories approximately distributed
according to the target, we may compute a Monte Carlo estimate of the objective:

L(θ) ≈ 1
N

N

∑
n=1
− log qθ(τn) (6.12)

Expanding the objective and removing terms that do not depend on θ, the loss can
be computed as

L(θ) ≈ 1
N

N

∑
n=1

d

∑
t=1
− log qθ(xt,n | st,n) (6.13)

where subscript t, n denotes timestep t in trajectory n. This estimated cross-entropy
objective is optimized using stochastic gradient descent.

In this work, we construct an MCMC kernel by performing a single step of
Independent Metropolis-Hastings (IMH) [92]. Given an initial trajectory τ, we can
generate a new sample from IMH by first sampling a proposal trajectory τ′ ∼ qθ(·).
IMH either accepts the new trajectory τ′ according to the Metropolis-Hastings
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Figure 6.2: Illustration of p̃(τ).

acceptance probability a:

a(τ, τ′) = min
(

1,
p(τ′ | ρ(τ′) ≤ γ)qθ(τ)

p(τ | ρ(τ) ≤ γ)qθ(τ′)

)
= min

(
1,

w(τ′)

w(τ)

)
(6.14)

Otherwise, IMH rejects the proposal and τ remains the same.
One challenge in applying IMH to sample from the true failure distribution is

that the failure distribution applies zero density to safe trajectories. Since failures
are rare, many sampled trajectories may be safe. In turn, the acceptance probabilities
will be zero, making it very difficult for the MCMC step to move trajectories closer
to the failure distribution.

6.3.3 Approximating the Failure Distribution

To address the issue of low acceptance rates, we use a smooth approximation of the
discontinuous failure distribution. Specifically, we approximate the indicator func-
tion in the target by Pβ(γ− ρ(τ)) where Pβ is the cumulative distribution function
of a logistic distribution with zero mean and scale β. This approximation replaces
the discontinuous indicator with a smooth logistic curve from zero to one. The
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approximate failure distribution p̃(τ) has the unnormalized density

p̃(τ) ∝ p(τ)Pβ(γ− ρ(τ)) (6.15)

which relaxes the failure distribution, enabling stable sampling during optimization.
This approximation is visualized in Figure 6.2 for a few values of β.

Using the approximate posterior, our objective becomes:

L(θ) = Ep̃(τ) [− log qθ(τ)] (6.16)

We can now apply IMH to generate proposal samples for Markov score ascent by
computing the acceptance probability using the unnormalized importance weights
under the approximate failure distribution w̃(τ) = p̃(τ)/qθ(τ). Note thatwe can still
compute the acceptance probability using w̃(τ) without knowing the normalizing
constant of the approximate failure distribution, because the constant values in the
numerator and denominator in the ratio of Equation (6.14) cancel.

6.3.4 Algorithm Details

The complete algorithm, which we call State-dependent Proposal Adaptive Impor-
tance Sampling (SPAIS), is shown in algorithm 6.1. The algorithm maintains a set
of N trajectories that will be updated using the IMH kernel and a buffer to store
evaluations f (τ) and the corresponding IS weight of samples from qθ(τ). At each
iteration, the algorithm samples N new proposal trajectories τ′. These samples are
first added to the IS buffer. Next, they are used to update the trajectory set. Each
proposed trajectory is accepted or rejected according to the MH acceptance proba-
bility. At each iteration, our algorithm performs N simulations of the system under
test and requires 2N evaluations of the proposal. However, the cost of evaluating
the proposal is typically insignificant compared to that of simulation. At the end of
each iteration, we update the proposal by fitting the proposal to the updated set of
trajectories using stochastic gradient descent. After a fixed number of iterations, the
algorithm returns an IS estimate of the failure probability using Equation (6.6).
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Algorithm 6.1 State-dependent Proposal Adaptive Importance Sampling.
1: function SPAIS(p(τ), ρ(τ), qθ1(x | s), γ, N, Niter)
2: τn ∼ qθ1(τ) for n ∈ 1 : N . Sample initial trajectories using Equation (6.7)
3: D ← { ρ(τn), p(τn)/qθ1(τn)}n

n=1 . Initialize IS buffer
4: w̃n ← p(τn) Pβ(γ− ρ(τn))/qθ1(τn) for n ∈ 1 : N . Compute MH weights
5: for k = 1 to Niter
6: τ′n ∼ qθk(τ) for n ∈ 1 : N . Sample proposal trajectories
7: D ← D ∪ { ρ(τ′n), p(τ′n)/qθk(τ

′
n) | n = 1, . . . , N } . Update IS buffer

8: w̃′n ← p(τ′n) Pβ(γ− ρ(τ′n))/qθk(τ
′
n) for n ∈ 1 : N

9: w̃n ← p(τn)Pβ(γ− ρ(τn))/qθk(τn) for n ∈ 1 : N
10: τn ← MHAccept(w̃′n, w̃n) for n ∈ 1 : N . Accept or reject
11: L(θ)← ∑N

n=1 ∑d
t=1− log qθ(xt,n | st,n) . Compute loss Equation (6.13)

12: θk+1 ← SGD(L(θ), θk) . Update proposal using gradient descent
13: return P̂fail ← ImportanceSamplingEstimate(D, γ) . Equation (6.6)

In practice, we parameterize qθ(x | s) as a multivariate Gaussian

qθ(x | s) = N (x | µθ(s), Σθ(s)) (6.17)

where µθ(·) and Σθ(·) are both neural networks with two hidden layers of size 64

and 32 respectively. We find that using any small value of β in the range [10−4, 10−2]

gives good performance. We use β = 10−2 for all evaluations. For each problem,
we normalize the state space features and pretrain qθ(x | s) to match D(x | s).

6.4 Experiments

In this section, we describe our experiments to evaluate the proposed approach.
We describe baseline estimation methods, evaluation metrics, and introduce four
example safety validation problems.
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Problem Pfail Ds Dx d

Pendulum 1.96× 10−5 2 1 20
Crosswalk 5.90× 10−5 8 5 100
Collision Avoidance 2.23× 10−5 12 1 40
F-16 GCAS 6.59× 10−5 13 6 200

Table 6.1: Failure probability Pfail, state size Ds, disturbance size Dx, and horizon d
for each problem.

6.4.1 Evaluation Metrics and Baselines

We evaluate the bias and variance of the estimated probability of failure using the
relative error εrel and absolute relative error εabs, respectively:

εrel = (P̂fail − Pfail)/Pfail, εabs = |P̂fail − Pfail|/Pfail (6.18)

We obtain an estimate of the ground truth failure probability µ using 107 Monte
Carlo samples. Each metric is averaged over 10 trials with 50000 samples per trial to
arrive at estimates of the empirical bias and variance for each method.

We compare the method against three baseline methods. The simplest baseline
is Monte Carlo estimation. We also compare against a variant of the cross-entropy
method (CEM) that optimizes a state-independent proposal distribution applied at
each timestep. Finally, we evaluate against PG-AIS, which learns a reinforcement
learning policy for importance sampling [89].

6.4.2 Validation Problems

We demonstrate SPAIS on the inverted pendulum, AV crosswalk, aircraft collision
avoidance, and F-16 GCAS problems. A summary of each problem is reported in
Table 6.1.

Inverted pendulum. We evaluate an underactuated inverted pendulum system with
a nonlinear energy-based controller based on Åström et al. [93]. The controller
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computes the control input as

a = −k1θ̇ − k2(θ̇target − θ̇) (6.19)

where k1 = 2, k2 = 1 and θ̇target = sign(θ)
√

60(1− cos θ). The system is subjected to
additive zero-mean Gaussian torque disturbances with standard deviation of 0.2 for
20 timesteps. The initial angle of the pendulum is sampled in the range [−π/8, π/8]

with initial angular velocity sampled from [−0.1, 0.1]. We define failure to occur
when the magnitude of the pendulum’s angle from the vertical exceeds π/4 rad.
This problem has two distinct failure modes: leftward and rightward falls.

Crosswalk. In the second experiment we evaluate an autonomous vehicle approach-
ing a pedestrian at a crosswalk inspired by Koren et al. [67]. The AV uses the
Intelligent Driver Model [47] for longitudinal control, maintaining safe distances
from obstacles. We adversarially control the pedestrian’s 2D acceleration, perceived
position and speed as detected by the AV over 100 time steps. All disturbances are
distributed according to a zero-mean unit Gaussian. Failures occur when the AV
collides with the pedestrian.

Aircraft collision avoidance. The third experiment evaluates an aircraft collision
avoidance system based on the AVOIDDS dataset and simulator [94]. The system
detects nearby intruding aircraft and recommends pilot maneuvers (e.g. climb or
descend) to avoid midair collisions with the ownship. We evaluate the collision
avoidance policy in scenarios with perfect perception of a single intruding aircraft.
The intruder’s initial state is randomly sampled according to theAVOIDDS encounter
model. We adversarially control the intruder’s vertical rate to cause midair collisions
with the ownship.

F-16 ground collision avoidance. Finally, we consider a model of the ground collision
avoidance system (GCAS) for the F-16 aircraft adapted from Heidlauf et al. [48].
We add disturbances to observations of orientation and angular velocity over 200

timesteps. The noise on the observed angles is distributed according to a zero-mean
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gaussianwith standard deviation 0.01. The disturbances on the observed angle-rates
are distribution according to zero-mean Gaussians with standard deviation 0.005.
The aircraft starts at an altitude of 578 ft, pitched down 27 deg, and is rolled 22 deg.

6.5 Results

The relative and absolute error for each method across all problems are reported in
Table 6.2. The proposed SPAIS algorithm achieves lower relative and absolute error
on all four validation problems. The MC estimator generally has low bias, but high
variance. The PG-AIS baseline method tends to have large variance, indicating that
it struggles to represent the failure distribution. CEM exhibits a bias, which may be
due to mode collapse where the proposal does not cover all failure modes or due to
the proposal being spread very wide leading to large importance weights.

Inverted pendulum. In Figure 6.3, we plot the pendulum angle θ against angular
rate θ̇, and color the points according to the torque disturbance. SPAIS generally
adds positive torque disturbances for positive angles, and vice versa. In contrast,
the CEM proposal only samples negative disturbances and thus only samples from
one of the two failure modes.

Crosswalk. CEM and SPAIS proposals for the crosswalk problem are shown in
Figure 6.4. This figure shows the 2D position of the pedestrian with points colored
according to the controlled pedestrian x-axis acceleration. Both proposals steer the
pedestrian into the street and towards the oncoming AV. The SPAIS proposal is more
structured around an important failure mode. The trajectories are more consistent,
and use some deceleration to keep the pedestrian in front of the AV for longer. In
contrast, the CEM proposal is more spread out, contributing to its larger bias.

Aircraft collision avoidance. Figure 6.5 shows the proposals for the aircraft collision
avoidance problem, plotting normalized vertical separation ∆z against horizontal
distance ∆x of the ownship and intruder. The CEM proposal exhibits mode collapse,
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Pendulum Crosswalk Collision Avoidance F-16 GCAS
Method εrel εabs εrel εabs εrel εabs εrel εabs

MC −0.39± 0.99 0.81± 0.65 0.15± 0.36 0.28± 0.27 0.30± 0.55 0.54± 0.26 0.39± 0.88 0.74± 0.70
CEM −0.54± 0.05 0.53± 0.05 −0.22± 0.11 0.22± 0.11 −0.18± 0.50 0.26± 0.43 0.63± 1.75 1.13± 1.09
PG-AIS −0.41± 0.28 0.47± 0.16 −0.26± 0.55 0.41± 0.44 −0.91± 0.10 0.91± 0.10 −0.91± 0.45 0.94± 0.58
SPAIS −0.04 ± 0.06 0.06 ± 0.03−0.02 ± 0.13 0.09 ± 0.09−0.05 ± 0.27 0.18 ± 0.21 0.06 ± 0.10 0.09 ± 0.07

Table 6.2: Relative and absolute error for each method across all four validation problems.
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Figure 6.3: Visited states and applied disturbances by CEM (left) and SPAIS (right)
on the inverted pendulum after training. SPAIS learns to apply positive disturbances
for positive angles and vice versa, while CEM applies disturbances uniformly.

favoring intruder trajectories below the ownship. The SPAIS proposal symmetri-
cally samples trajectories above and below the ownship, contributing to reduced
estimation bias.

F-16 GCAS. Figure 6.6 shows F-16 GCAS trajectories of altitude h against roll angle
φ with points colored by the observed roll angle disturbance. SPAIS increases the
error in the observed roll angle just before the controller begins to pull up, causing
a delay in the maneuver and more ground collisions. The mean CEM disturbance is
small, suggesting that the proposal must be wide to capture the failure trajectories
discovered by SPAIS.
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Figure 6.4: Visited positions and pedestrian x-acceleration disturbances by CEM
(left) and SPAIS (right) on the crosswalk problem. The SPAIS policy generally
accelerates towards the oncoming AV and then decelerates once in the street.
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Figure 6.6: Visited roll angle vs altitude states and roll observation disturbances by
CEM (left) and SPAIS (right) on the F-16 problem.

6.6 Discussion

In this chapter, we presented a method for estimating the failure probability of au-
tonomous systems. Our method decomposes the problem of learning an importance
sampling proposal over trajectories into learning a proposal over a single timestep
conditioned on the current state. This state-dependent proposal distribution builds
trajectories sequentially, mirroring the system’s operation. Our method learns a
proposal by minimizing the forward KL divergence between the proposal and the
failure distribution. Markov score ascent methods provide a low-variance estimate
of the KL divergence, enabling effective proposal optimization. We approximate
the failure distribution with a smooth function to stabilize sampling during opti-
mization. Using a relatively small number of samples, our results show that SPAIS
achieves under 10% empirical bias with at least 2 times lower empirical variance
than baselines.

A key takeaway from this work is that validation algorithms can leverage the
sequential nature of autonomous systems to improve sample efficiency. When
the simulation provides per-timestep state information, we can construct proposal
distributions that are simple at each timestep but lead to complex trajectories. This
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approach is particularly useful for high-dimensional systems where learning a
single proposal over the full trajectory is difficult. This work is related to previous
safety validation methods that use a dynamic programming approach to construct a
failure distribution over trajectories [42], [43], [89]. These methods construct value
functions over trajectories and are generally limited to discrete problems. In contrast,
our method takes an approach more similar to variational Bayesian inference by
learning a proposal by minimizing the KL divergence to the failure distribution.

In the final chapter of this thesis, we summarize the three core contributions of
this work and discuss promising avenues for future work.



7 Summary and Future Work

This chapter summarizes the sampling and estimation methods for safety validation
developed in this thesis, highlights the key contributions, and presents possible
directions for future work.

7.1 Summary

While autonomous systems hold significant promise for improving safety and ef-
ficiency in safety-critical applications, these systems must be rigorously validated
before deployment. However, validating these autonomous systems remains a chal-
lenge due to the complexity of the systems and the diverse ways that they may fail.
Formal verification methods typically cannot scale to complex systems or stochastic
environments. Real-world testing is typically expensive and may be dangerous. In
this thesis, we focus on simulation-based validation methods that control stochastic
elements of a simulated system to discover failure events. Simulation-based valida-
tion methods are often more scalable than formal verification methods and can be
less expensive than real-world testing.

In the scope of simulation-based validation, this thesis addresses two key tasks:
failure sampling and failure probability estimation. Failure sampling involves sam-
pling from the distribution over all possible failure trajectories. Failure probability
estimation involves estimating the probability of a failure event occurring. To-
gether, these tasks aim to provide a comprehensive understanding of the system’s
failure modes and their likelihoods. There are three fundamental challenges that
any algorithm must address when performing these tasks: high dimensionality,

89



chapter 7. summary and future work 90

multimodality, and rare events. Current methods for sampling and estimation of-
ten rely on MCMC, importance sampling, or dynamic programming to address
these challenges. However, these methods still suffer from drawbacks in terms of
generalizability, scalability, and sample efficiency.

Many methods for failure sampling rely on ad-hoc modifications to existing
sampling algorithms based on the specific application or system under test. This
tightly couples the problem of failure sampling with the solution method, making
it difficult to generalize to new systems. In this thesis, we propose a model-based
validation framework that decouples the problem of failure sampling from the
solution method. We frame failure sampling as probabilistic inference and construct
a generic probabilistic program for failure sampling. This probabilistic program
can be used together with a wide variety of generic inference algorithms to perform
failure sampling.

Many real-world systems or simulations may be limited to black-box access,
where a validation algorithm can only input disturbance trajectories and observe
the simulation result. Common approaches in this setting use MCMC or adapt
simple parametric distributions for failure sampling. However, these methods often
struggle to scale to very high-dimensional systems. To address this, we propose
an algorithm that adaptively learns a generative model for failure trajectories us-
ing diffusion models. We show that diffusion models can scale to sample failure
trajectories in problems with thousands of dimensions and multiple failure modes.

The traditional approaches to failure probability estimation rely on importance
sampling and MCMC methods, which target the optimal distribution over failure
trajectories. However, learning a distribution over high-dimensional trajectories can
require a large number of samples. If state information is available, dynamic pro-
gramming methods may also be applied but are generally limited to small discrete
state spaces. To mitigate this problem, we propose a state-dependent importance
sampling method that maps environment states to disturbances that cause the sys-
tem to fail. The state-dependent distribution is learned using Markov score ascent
methods and is a sample-efficient way to estimate failure probabilities.
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7.2 Contributions

This work attempts to address several of the current challenges for sampling and
estimation in simulation-based validation including generalizability, scalability, and
sample efficiency. The key contributions of this thesis are as follows:

A framework for validation as probabilistic inference. In Chapter 4, we propose a model-
based validation framework that decouples the problem of failure sampling from
the solution method. We formulate failure sampling as a probabilistic inference
problem and construct a generic probabilistic program for failure sampling. This
probabilistic program can be used together with a wide variety of generic inference
algorithms to perform failure sampling.

A technique for high-dimensional failure sampling using generative models. In Chapter 5,
we propose a method for failure sampling that adaptively learns a generative model
of failure trajectories using a diffusion model. Diffusion models are a type of deep
generative model that have shown promise in modeling high-dimensional and
multimodal data like images. The proposed method can scale to sample failure
trajectories in problems with thousands of dimensions and multiple failure modes.

A state-dependent importance sampling method for failure probability estimation. In
Chapter 6, we propose a state-dependent importance sampling method that scales
to continuous state spaces. The state-dependent proposal distribution enables better
sample efficiency by decomposing the sampling of long failure trajectories over time.

7.3 Future Work

The contributions of this thesis take a step toward addressing the key challenges of
sampling and estimation for safety validation. However, further research is needed
to expand the capabilities and utility of sampling and estimation algorithms. This
section outlines some possible directions for future work:
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Failure sampling with perceptual inputs. This work primarily focuses on applying
high-level disturbances to the environment, agent, or sensor. For example, in the
autonomous driving setting, we perturb the perceived heading of a pedestrian.
However, many real world systems use perceptual sensors like camera images
or lidar point clouds. Previous work has explored falsification in the context of
pixel-wise disturbances in images [95] and in the context of lidar point clouds in
adverse weather conditions [96]. Key challenges to failure sampling for perceptual
inputs include the high dimensionality of the disturbance space and building a
good model of disturbances to the perceptual inputs. Future work could explore
generative models for high-dimensional image, video, or point cloud inputs, and
how to effectively sample from these models [97], [98].

Improving efficiency of state-dependent importance sampling. There are theoretical
parallels that can be drawn between state-dependent importance sampling and
reinforcement learning for safety validation [89]. Reinforcement learning methods
have shown promise in sample efficiency through a variety of techniques including
off-policy learning [99], hindsight experience replay [100], and model-based ap-
proaches [101]. Future work could explore how these techniques could be applied
to state-dependent importance sampling to further improve sampling efficiency for
learning importance sampling distributions.

Large language models for interpretability. One key challenge in integrating safety
validation methods with industry applications is the limited interpretability of the
high-dimensional failure examples. Engineersmaywish to gain deeper insight about
why certain failure modes occur to improve the system, or share safety validation
results with stakeholders. Large language models (LLMs) offer promising oppor-
tunities to enhance the interpretability of safety validation results. After sampling
failure trajectories, LLMs could be used to generate natural language descriptions
that explain failure modes in terms humans can easily understand, similar to how
they’ve been used to explain other technical concepts [102]. Previous work on
interpretable safety validation optimized a signal temporal logic (STL) formula
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to describe disturbance trajectories [103]. LLMs could facilitate this process by
generating STL formulas based on natural language descriptions of the safety valida-
tion problem. Using LLMs to provide common-sense priors for generating realistic
disturbance trajectories during validation may accelerate the validation process and
make validation results more accessible to system designers and stakeholders.
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